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Abstract: Aiming at the security vulnerabilities and privacy leakage risks in the process of internet of things
(IoT) data sharing, a data sharing scheme for IoT based on blockchain is proposed. The blockchain is used to
realize data tamper-proof, distributed storage. privacy protection, traceability and access control. The message
queue telemetry transport (MQTT) is used as a communication protocol and middleware, and provides identity
authentication and topic permission management for it. The key exchange, data synopses and encrypted trans-
mission are realized by combining the domestic encryption algorithm. The behavior of the device is recorded
through the blockchain, and the traceability is provided while improving the credibility. The smart contract is
used to share and manage the data and topics, and the on-chain and off-chain data coordination is achieved to
ensure the consistency of the data. Through the system prototype implementation and testing, the results
show that the scheme can ensure the security and privacy of data sharing between IoT devices, and meet the
performance requirements of IoT applications, which is feasible.
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Fig.1 System architecture of proposed scheme
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Fig. 3 Equipment registration process Fig. 4 Equipment access control process
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http: / www, hdxb. hqu. edu. cn



42 30T . 45 SR IX L HE A9 P 3k 0 K4l 36 = 0y 52 261

PRI SM3 k5 7 i L 5 RO M ik L IR T 4 £ S — R AL B IX B DUJR 2 7 o O BEAT 68 AU 1R R %
AFE Y] A AT T B3R A6 5 SO R A B A A S 0 — U e I O 4 SR B BRI 1Y
VI TR S B AT G 2 00 1k R O 4 K o P A0 0 U K 6 B L P 2 X R P
BRI SR

3 2SR N

3.1 MEBEMEELZT R

SCHRLL0 1P 2 T 58 M) i %85 SC s 74 R Wi % o 8 530 b A5 )i [R) It A7 7 25 5 R IX B b L
JUNZ - 6 RO 3 B0 5 X e DR ) R S R B — ok SCHR T 12 TR 3K 0 B Al 4 — A%
2E A A DX B e AR SR T i 2 1) 077 5t o 2 K A A0 B 03 DA 552 BB 7 1) A B X B ik )
2% R I A5 A U R 2 25 00 T A A A SRR I I AR 8 A 1 T A R AR A A A X R R AN
SER AN U R 1Y A AT T T A T B T R A4 I TRD B A T R S O T R T IE K
A ORI BFA B R T AR A T R T BE L BE T Wb [RI A A 040 285 0] BRI 4 Bk i s AF R AE
IPES #f, K3l 5 2 000 88 J3008 17k 3t ik 25 £ 77 Bk A DXL v o Jd S i B S BT 0 PR 3% () I e
Wb — vk, SCRRELL R 19 J7 58 ob o bl 0 2% AR 55 48 0 0 16 T 800 i 92 58 28 5 AR 55 4 v ) I 71X
Bt v Ak R AR A L T P T 0 T 2 IR S e S U I 3 SR AR U A RE . SCRRC 13 DR MQTT QR
AR g v )+ Ak BRI 00 78 A2 38 B SR S AT AL 8 5 29707 05« [ I o O 0K IR0 35 6 25k 14 5 a7
i 75 A 2R 2 3 3 DX B v A 194 75 ) 4 ) 87 3 5 BB 3

R T SRR S B i X BB R B iR T KO A 3L T 2 A L ELJG T I AL E 0 W IR I 3 T A e It
ERAE TR P A MQTT b i30S i 5% A T e 1) 40 6 190 0 8k » 9 L O 8 o K300 1) 1 ) 26 4 188
o A i 20 A B Oy A fE & 4% MQT'T iz 55 4 A AT B BB & 29 . i i & 29 52 B 7 [l 4% 1 e 3= 7
RCPRAE PR 5 At 7 58 R0 BE » SC AP 7 SR BN BT sl O (T IX bR R T 128 A7k A 8 F- 15 2 9y 1K R 50
B o T2 SR X B R AR AP 8 A Z Il dd i MQTT e 55 i 52 40 K0 i 7 v 119 22 A PE R AAE LR fR
B 9y 1K 10 00 1) L 2 AR AR A AP PR 800 7 [ 6 15 M TR I o B 2 AT O Bt 3 R S B AU
Uk _E BT fif LA IE ). A [ P 36 R 50 6 52 T S X L L Ik 2 R,

2 AR B I S T SRR X L

Tab. 2 Comparison of different IoT data sharing schemes

UES KEHET 6 B Hdfa U 1) Hodh BROT WA AT AE
CHkL10] VLR Pi BER JHE L i 1R) 4 BESOR MG B LI Ura) R g x
SCHRLLL] Fabric  #& R8T HIA] P I 42 1) 56 4 [7) 25 Jm %% P Ii1) 3 W &
SCEk[12] Fabric i I B U3 INiIE A X B 2% i TE b S ¥
SCHk[13] PIKY; B BSETERR Bk -+ Il 5 X B % P I72) 5 W ¥
PSS Fabric  #& FHETHRA Bl ik -+ Dy I 5 X BRI % — P4 S

32 REENH

T2 4275 TR - R [ 5 3 1% SM2. SM3 Al SMd 3 55 FHT A0S Bk i s ek i o K00 A X0 B 8% » 2 dis i
X R 48 B T AR X BN T A B Gy DAUE B 4 b S 40 X Bk RS A i T BN B B A (LA A
DX B g s DLORIE XA ) — B0 A o8 B 0. AT RE A 29 1 B TIE X B g A 5k B 4 MQTT B3 A
gRPC Ph U R T I8 TLS R L0 SV MU S8 B . SOP R L e tE BRI .
3.2.1 Wik RHA Fabric # @£ Jy 3L [m4E 5 1177 v] 8 19 5075 38 o 56 38 10 TE 5 FE E B A
RRFEAR TG AR XUBS: o i FH] Raft 7 5% 2 B 2600 0% 52 B0 A QKA 1) — Bobk » fe i b
MBCRAEA Z T IE R W RO B0 AR Gl gy s 3R A7 AU AR 55 BOR PR TR BE B B 19 A8 i Bk
ViR BE LB B[R] B A8 07 05 I SCUF A AR AEBE R & A0 B B9 SCIR A B A7 AR e B L 5 T oo 1 o
AR AT R R 5 AR I R v T I A R R Rl e A A — B
3.2.2 AUEME WK BEAE AR X AR PR TR el S A B A e A B IX e Hf
52 T A 55 i 11 R B A R M 30 AR 38 1) X P 8 9 180 4 22 1) e e X P 4 9 ok A e A5 508l T2 v A 1)

http: // www. hdxb. hqu. edu. cn



262 A R e Al CA R B 2R O 2023 4F

A0 2 25 3 X R B N 2 1R % SC. A 5 S URN 4 SC A B P P R A e A — ko A R R
T AR HSCH b bk B2 X R 8 B PRAT I 3R 5 2 X et rh i G iR T

3.2.3 GrEir  FH P AESNAT VRN AR B At X B g AR B 58 5 gRPC PR X H g e T (O
Bk DX B P e 5. R M A AR MQTT IR 55 a8 Z 0 - 75 2P0 7 64T W O 78 8 & v Pl 150 68 5k
FEAIE » B A5 3 3 1] AR 55 i 12 11 25 44 %85 SC I R T A 3 42 19 5 s

3.2.4  ARFREZE I X)) E IR R A DT S A 1 AR A ol e A ) | R A T N A RN T ] 3
AR B A5 s s X P BT R 1 A5 £ B B G 0 RN L R SR S A SRR L RS
FHOCV A BT 8 A s P s TP e i i 2080 Jr Je 7 4 3t 10— 0 P o o 48 0 R S 2 A ) 1 ) AL BR
ARIBUEE T A7-fith 1 B A0

3.2.5 ATAEH WIS f S T B E R SRR RS B S X s,
B e 2 R T Oy K A X e R A BRI DXCHeBE i T A T SRR AR A AT e S (T S D
UV, DT B A1 AT S AT A8 .

3.3 MEEENHK

KT B UESCH AT AT M L ] Fabric 2.2 Fl Golang 15 5 LB RIEA ¥ 1 6 2 .4 GB Y
A7 .80 GB [H 588 £ (SSD) , Ubuntu Server 18. 04. 1 LTS 64 bit #:4F 2 45 1015 R 2 1 IR 55 2875 2 IR 5%
Ui s ¥ 1 & Windows 10 $#:4E R 48 09 2104 H GV o % 7 . IR B v, KB J2 i 2 A2 LA L
5 5% L 3l 2 Docker #8384 4~ Peer 15 55} 1 4> Order 7 &5, 4 CouchDB fE Jy 77-4if 75 =K.

PERE I 3 B AF 5T 28 40 Ak BEOAS [) = 14 0 Bof 2 0 % ik it CTXINCER (550 « s 1) L W 156 M 358 7% =2 fia] 4t
ERARRCR EER T MQTT k55 a0 P RE , Dk op B2k ) MQT'T iz 55 4 38 3f & A 1T Bl i#F 47 4K
P A He ) ML ANk BRI B 70 000 TXN « 571 MQTT JR 55 a4 £ 16 X B BE 8048 1y 1 f 7 ki 2y 2 700
TXN « s 'L Seik 12180 SCHk (13700 75 24 3 LA Fabric DL K YIVE B ER 0 L2257 &, gk &4 51 0
60,0.54 TXN « s ',

G0 I 1R) F B 32 2 T 86 B DR A A B8 4 6 MQT T 5 s Ak g A7 I 4k, o6 s A e
HAE, G 7 B, &7 v e N O I R ¢ Ay 6 i SR R NS FE 20 IR AER R S AE R 277 ms, Ml
A Lk E] 420 TXN « s

BB S P B DX HLAE K AR 1) 2 ) B B S SM2 56 45 FIFABA il 2 . 0 b B RE T A 20 k. sC k
P AE WK 8 FroR. 76 20 DI RBCT L 480 ms, A& 100 TXN « s,

12000 - 15000
10 000 12 500
8000 10 000
£ 6000 £ 750
4000 5000
2000 2500

0 I I 1 1 ) 0 1 L 1 1 1 )
20 1 000 2 000 3000 4000 5000 20 200 400 600 800 1000 1200
NIAS N
B 7 BN & Bl 8 22 ik %5 Pt 4
Fig. 7 Login authentication delay Fig. 8 Exchange key delay
4 HRIE

B X 1K ) A A G e e R A A 1 4 T T R T RS B e S AN R S I AL 2 — AR
JHT I S A 114 9y 1 0 il I 72 007 58 R i L 5 T 0[] 19 075 3076 A I 22 00 o MIQTT A8 Dy 1 1 5%
o Z 18] {4 S AR BRSO R G2 v (8] S B UK IR0 15 6 S 45 30008 P o DG T A o e i ) I A 2, U S 4
[ — A R E & 29 HEAT B 00 DA UE A AT fF MQT'T 4 A L DT f B B It 520 A 9 22 k. SR AT
B 24 5 B e w2 U BRI B T Bt 6 52 090 SR B A 1 I e L R TT B A D S R A DA 9 L
T s B0 O e I 2 Bl 5 R P Y — PR R BRI . AR TR — 2B WS A R X R IR s 1 1 ] 47 i R 9

http: // www. hdxb. hqu. edu. cn



42 ST . 45 SR TTIX LB A9 1 3k 19 Bl 36 = 0 58 263

PR AR AL PEAT BT ST AR PRAIE 22 A PEFIA RCPE B AT T - 9F — 25 388 s 20l A L 300,

S % Lk

(1]

(2]

(3]

[4]

[5]

[6]

7]

[8]

[9]

[10]

[11]

(12]

[13]

[14]

[15]

[16]

ALAM N,VATS P,KASHYAP N. Internet of Things: A literature review[ C] // Recent Developments in Control,
Automation and Power Engineering. Noida: IEEE Press,2017:192-197. DOI:10. 1109/RDCAPE. 2017. 83582 65.
MOHANTY J,MISHRA S,PATRA S,et al. IoT security, challenges, and solutions: A review[C]// Progress in
Advanced Computing and Intelligent Engineering. [ S. l. ]: Springer, 2021 :493-504. DOI.10. 1007/978-981-15-6353-
9_46.
SAXENA S,BHUSHAN B,AHAD M A. Blockchain based solutions to secure IoT: Background, integration trends
and a way forward[J]. Journal of Network and Computer Applications, 2021, 181:103050. DOI. 10. 1016/j. jnca.
2021.103050.
WANG Qin, ZHU Xinqi. NI Yiyang, et al. Blockchain for the IoT and industrial IoT: A review[]]. Internet of
Things,2020,10:100081. DOI:10. 1016/j. iot. 2019. 100081,
UMER M, IBRAR Y,KHALED S, et al. Blockchain for IoT-based smart cities: Recent advances, requirements,
and future challenges[ J]. Journal of Network and Computer Applications,2021,181:103007. DOI.10. 1016/j. jnca.
2021.103007.
BANOUN N,DIARRA N. Authentication of mobile IoT devices using hyperledger fabric blockchain[ C]// Eighth In-
ternational Conference on Software Defined Systems. Gandia:IEEE Press,2021:1-6. DOI;10. 1109/SDS54264. 2021.
9732141.
HOU Mingyu, KANG Tianyu, GUO Li. A blockchain based architecture for IoT data sharing systems[C]// IEEE
International Conference on Pervasive Computing and Communications Workshops. Austin: IEEE Press, 2020 1-6.
DOI:10. 1109/PerComWorkshops48775. 2020. 9156107,
SULTANA T,ALMOGREN A,AKBAR M,et al. Data sharing system integrating access control mechanism using
blockchain-based smart contracts for IoT devices[ J]. Applied Sciences,2020,10(2) :488. DOI; 10. 3390/appl100204
88.
MANZOOR A,BRAEKEN A,KANHERE S S, et al. Proxy re-encryption enabled secure and anonymous IoT data
sharing platform based on blockchain[ J]. Journal of Network and Computer Applications,2021,176:102917. DOI;
10.1016/j. jnca. 2020. 102917.
Bl AR B, B D5 5 L SRR T DX B Y A I I 22 A B e s R e [T ). AR N R 2R (B SRR 2D L 2021, 49
(6):739-746. DOI:10. 7631 /issn. 1000-2243. 21326.
SUN Shuang, DU Rong, CHEN Shudong. A secure and computable blockchain-based data sharing scheme in IoT
system[ ] ]. Information (Switzerland),2021,12(2):47. DOI:10. 3390/info12020047.
TR TR AR Ik A5 T DB BE 1 A 6 00 B e A [T ] /N RY ORI ML R B2, 2019, 40(11) - 2324-2329
DOI:10. 3969/j. issn. 1000-1220. 2019. 11. 015.
CARVALHO K, GRANJAL ]J. Security and privacy for mobile IoT applications using blockchain[ J]. Sensors,
2021,21(17):5931. DOI:10. 3390/s21175931.
BT, AR R T A BB & A PR AN B FA DR AP BOR B S LR [T 1. W7 VL o 2 4l (27 D 2022, 56
(1):1-15. DOI:10. 3785/j. issn. 1008-973X. 2022. 01. 001.
HINTAW A J.MANICKAM S,ABOALMAALY M F,et al. MQTT vulnerabilities, attack vectors and solutions
in the internet of things (IoT)[J/OLJ. IETE Journal of Research,2021;1-30. [2022-04-19]. https: // doi. org/10.
1080/03772063. 2021. 1912651.
ZOU Weiqin, LO D, KOCHHAR P S, et al. Smart contract development: Challenges and opportunities[ J]. IEEE
Transactions on Software Engineering,2019,47(10) :2084-2106. DOI:10. 1109/ TSE. 2019. 2942301.

(RIEHAE: wmbif  RXHE: REHD

http: // www. hdxb. hqu. edu. cn





