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Unmanned Aerial Vehicle Proactive Eavesdropping Algorithm
Using Joint Optimization of Trajectory and Jamming Power

ZHOU Jie, WANG Peichen, ZHANG Mengjie, ZHAO Rui

(College of Information Science and Engineering, Huaqiao University, Xiamen 361021, China)

Abstract; Research a wireless communication eavesdropping algorithm of unmanned aerial vehicle (UAV) as
a legitimate eavesdropper. Firstly, a legitimate eavesdropper (UAV(E)) attempts to eavesdrop the suspicious
messages sent from the suspicious transmitter (UAV(B)) to the suspicious receiver on the ground. Secondly,
using the characteristics of the suspicious system, an effective proactive jamming scheme is proposed to maxi-
mize increase the effective eavesdropping rate. For the constructive original problem is a hybrid non-convex op-
timization problem with optimized variable coupling, the update rate-assisted block coordinate descent and suc-
cessive convex optimization technology are applied to alternately optimize the UAV trajectory and jamming
power in each iteration. Finally, for the problem of non-convex UAV trajectory optimization and jamming
power optimization, the successive convex approximation algorithm is used to transform the original non-con-
vex problem into an approximate sub-optimization problem, furthermore, use the convex optimization method
to get the solution. The simulation results show that the proposed algorithm has a higher effective eavesdrop-

ping rate than other benchmark algorithms.
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