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Grouping Randomized Model in Privacy
Preserving Frequent Item Set Mining
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Abstract: Through the research of privacy preserving frequent item set mining, it is found that the existing
single-parameter randomized response model regulates the data range wide and the granularity coarse, which
leads to the problem that the privacy protection can not be refined and differentiated. Based on Warner model
and single-parameter randomization model, an individual grouping multi-parameter randomized model of Py, is
proposed. The corresponding support degree reconstruction method in privacy preserving frequent item set
mining is given. The research results show that the model is oriented to diversified and differentiated privacy
protection needs, and N different individuals are divided into several groups, and each group is set with differ-
ent randomization parameters, which can achieve differentiated privacy protection effects. Example analysis
shows that combined with the proposed support reconstruction method, privacy preserving frequent item set
mining based on grouping randomization can be realized, while protecting the privacy of different groups, ef-
fective frequent item sets and association rules can be mined.
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Tab. 2 Grouping randomization model of Py,, on dataset D

TID 5 A I I, I, 5 H I L I,
1(p=0D I 1, 1 0 1 I 1 1 0 1
2(p=1) I L 1 1 0 I L 1 1 0
3(p,=0.9) I 0 0 1 I 1, 0 1 1
4(p,=0.9) I 0 1 0 I 0 1 0
5(p;=0.8) I L1, 1 1 1 gl LLI 1 1 1
6(p;=0.8) 1, 0 0 0 Fﬁﬂ% I 0 0 1
T(py=0.7) I L 1 1 0 I L 1 1 0
8(p,=0.7) I, 1 1 0 I, 0 1 0
9(p;=0.6) I, 0 1 0 I, 1 0 0

10 (ps =0.6) LI, 0 1 1 I, 0 1 0
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Tab.3 Transition probability matrix P; in grouping randomization of Py, model
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Tab. 4 Support count reconstruction comparison of Py, and MASK
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