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Abstract: In order to detect the vulnerability of the second-order structured query language (SQL) injection
in the Web application, a detection method based on static and dynamic analysis is proposed in this paper. By
analyzing persistent data stores during static analysis, we track tainted information flow in different orders,
which solves the problem that traditional dynamic detection can’t relate different orders. By dynamic analysis
to obtain mate data, solving the problem that traditional static analysiscan’t find persistent data stores. Fur-
thermore, we dynamically verify the suspected vulnerabilities to reduce the false positive by fuzzing. The ex-
perimental results show that our approach can effectively detect the second-order SQL injection vulnerability in
application. Compared with the traditional static analysis, our approach can find more vulnerabilities with lower
false positive and high detection accuracy. Compared with the traditional dynamic analysis, our approach can
detect multiple order vulnerabilities. Our detection method is better than the existing methods for the detection
of the second-order SQL injection vulnerability.
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