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Video Content Authentication Scheme for HEVC

ZHANG Minghui, FENG Gui

(College of Information Science and Engineering, Huaqiao University, Xiamen 361021, China)

Abstract; In this paper, a video content authentication scheme based on high efficiency video coding (HEVC)
has been proposed, the scheme used the feature codes generated from image texture to modify partition modes,
inter-prediction modes and the value of motion vector of inter-frame 8 X 8 coding unit, and reserve the optimal
coding unit splitting mode with corresponding prediction mode and motion vector. The experimental results
show that our proposed algorithm has very small effect on video quality and bitrate. And our scheme can be
used for authenticating video content owing to its good fragility.
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1 HEVC 445 WG (R FIE % )

AH I H. 264 gt b5 e b 1 % e, HEVC SR T — A% 1) 2w
HEESY ] i i BT (coding tree unit, CTUDAENHEA AL HL B o Y TN
JC. AR BRI N A B A CTU B [ 3b hy b 43 %1 5 4 55 50 WL ClEXSFS )
(coding unit,CU). CU B K/NF 8X 8,16 X 16,32 X 32 Fl 64 X
64. HEVC &4~ CU &) 4 5 51 I ¥ 5T (prediction unit, PU) ,
1. Bl 1 Hp s ifa] 8 X8 CU AARVFRH NXN 38, Xk 2VaU 2vab oV nRaN

T MR B B P A 58 5 T A6 B L U £ 2N I PB A
16 A L V00 X F A PULHEVC R T @A MU BB Fig 1 Splitting mode for PB
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— ki, HEVC X 8035 2% 1 X 380R F /N RSHI CU s 688071 19 X380k R RSH CUL R
SUHRREAE [ — A3 e AR AR AS K LG ) SRR AR 77 A R AR RS . S Foom XSO B, 8 ok
S=1—-1/0+4), o' = pos (D
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B X" BN ST 00 TEIE X .0 BR.SET 1. ¥ —wEZRR I A AES 16X 16
Pt AR E S8 L—ABE T, /)
T=0aSu + {1 —a)Sus a€ [0,1]. (3
AW T BUEAEL Suin » S JZ ] AR T AERI 73 1 SO SISO SR, S>T RPN 2 SCHHL. o 1)
BUEZE T o IR T 8T S SR RAEAS BB EE 5o 5L /NEF s T BT S e » S M SCEHRE 1 %K
TE 4%t A2 op HEVC 38 % 206 16 X 16 80kl s n - 1 rBaslftballPassEf}l&ggﬁ:E:EsBQSquare
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416240, gt 30 A T Wi, W2 «=0. 5 R 7r th SCHE. 7EA
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R A5 03 B o e AR L B H o AR QP F a4
S 1, SO 4) 448X 8 CU IHEHR
0, g B . Fig.2 Probability that texture
B E TS AE M 7K B w=mq iR A ] P i, block is divided into 4 CUs of
2.2 IJKEIHRN 8 X 8 size under different QP
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Wi a] T AL A MV 25 bt s, AR K ED o IO MEAE B MV YK F 23 B MV, FEE HL 20 & MV, P 4
XHEALR B 2 B 3 . & MV, =max{ [ MV, |, | MV, | } Sy 7K - F0 2 B 73 i b 2600 B Y e oR (. A7
D Wf MV, AEAE N
MV . s if | MVyoo | %2 = 0 and wpr = 0,
MV’ = {Mvm“ +1, if | MVuu | %2 =1 and we, = 0 and MV, > 0, (5)
MV — 1, if | MV, |
MV s if | MV,oo | %2 =1 and wpr = 1,
MV’ = <MV, +1. il | MV, | %2 =0 and w,, = 1 and MV,,,, > 0, (6)
IMVmax —1, if| MV, | %2 =0 and w,, = 1 and MV,,, < 0.
2) WE MV, ALEFE U MV, =MV, } 3 [F i 42 B

%2 =1 and wps, = 0 and MV, < 0,

X
X

MV, if | MV, | %2 =0 and wy, = 0,

MV, = {MVJ +1, i | MV, | %2=1and wy. = 0 and MV, > 0, (7
MV, —1, if| MV, | %2 =1 and w, = 0 and MV, < 0,
MV, , if | MV, | %2=1 and w,, = 1,

MV, = {MVJ_ +1, | MV, | %2 =0 and wy, = 1 and MV, > 0, (8)
MV, —1, if| MV, | %2 =0 and w,, = 1 and MV, < 0.
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0, if [ MV', | %2 =0, (10)
Myyo —
L i MV, | %2 = 1.

3 ERERH

R HEVC 2% 8 HM14. 0 #4701, J57 46 QP =30, 4ii% 77 Xy IPPP---, S 3k 45 i) 28
i, AR S HCER AR ETC B 20 0 1 6 S HA 4 B BRI IR 51 L 3 2 3 A4S 416 X240 [ 741
(BQSquare, BlowingBubbles, RaceHorses) , 832 X 480 11§ & %] (BQMall), 1 024 X 768 { /¥ %1 ( Chi-
naSpeed) F1 1 920 X1 080 HJ &% (BasketballDrive).
3.1 MEREMATRES

ANIF] QP(28.30) T » A 7K B 5 T /K ENARLAA FF 51 1) 58 BE Rosn {B . A1 1 Fiv 7. 5 X Diff 2y J5 i A
51 Rpsx 5 H#1 A K ED 5 #5517 51 (4 R v 19 22 (8. DIff B 48 /08 o 156 W1 B A 7K B S A% #0030 I 51) % 42 30 4 40
WEF. e 1 Al Y QP=28 i), Diff %% K {f % £ 7F BlowingBubbles J$%1 . J 0. 73 dB, fi/IME %
A 7E BasketballDrive J¥ 41,24 0. 01 dB; 4 QP=30 B, Diff i KK 0. 07 dB.fH/ME N 0. 01 dB. KB
SRR T AR 1) 52 R LT T LA 2RI 24 QP =30 ). iR 5 i S i BQSquare J7 41 (155 10 M &
18 SRR R 5 K ERERS 10 Wt BR8] 4 Frs. 3@ 3 xd bE ] 4 Cad s Ch) A] 1 R AR XE & BIK BB i i A 156
WZ 0L B AR AR AT DL, 24 QP =30 I, 546 7 81 S5 K ENFF 81 BIr A 28 WiAY Resn (B XS EE . A0 1&T 5 Fir
. S N R WiE i &5 AL BT Resy 22 57 #RAR /DN,

£ 1 AW QP Ty Resnfl

Tab.1 Rpsy values corresponding to different QP dB
. QP=28 QP=30
Wiy 51 Rosx R pox Diff Rpsx R’ ps Diff
BQSquare 33.85 33.83 0.02 32.58 32.52 0. 06
BlowingBubbles 34.15 33.42 0.73 32.90 32. 84 0. 06
RaceHorses 34. 54 34.51 0.03 33.08 33.06 0.02
BQMall 36. 21 36.18 0.03 34.99 34.98 0.01
ChinaSpeed 38.81 38.79 0.02 37. 36 37.29 0.07
BasketballDrive 38.15 38. 14 0.01 37.49 37.48 0.01
3501
—— IR Y F
345 -—KENF3I

34.0
335
= 330
325}
320/

315 )
1 357 91113151719 2123252729
N
() JELIR 751 (1956 10 (b) FIKENHS 10 It
&4 SR s 73 AR 2 K BRI EB 10 i 514 Bl5 QP=30"F 28 Wi Resy X Lt
Fig. 4 Original and watermarked Fig.5 Rpsy values comparison of
10st frame image all the 28 frames for QP=30

3.2 emESHMFENR
R QP (28,300 F , Jo/K BN 554 7K ERRR AR 51 14 LA 3 a3k 2 TR, 38 2 W R ML R 435 36 R i
G AT T 5] EL R S R A K ED S AT 51 A AR 38 5 R RR FERR RIS K A 40 Lt SO
R. — R —R
B 3% 2 AT R, 19 e KB K AE7E QP =28 B} 1) BlowingBubbles J¥ 51 .24 0. 94 0 5 R.... 1 5 /MA &K A=
£ QP=28 i) BQMall J¥ 41,2 0. 14 % ; 5 S B35 KA 126, B B S0 B % B Re 8 14 5 i R /).
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Tab. 2 Bitrate corresponding to different quantization parameters

QP=28 QP=30

i)y 51 — T F— T
R/kbit « s ! R'/kbit « s ! R../% R/kbit » s ! R'/kbit » s ! R.../%
BQSquare 949. 69 955. 45 0. 60 693.12 697. 25 0.59
BlowingBubbles 771.22 778. 47 0.94 566. 37 570. 44 0.71
RaceHorses 1421.04 1430.41 0.65 1 078.06 1 082.21 0.38
BQMall 2 135.81 2 139.01 0. 14 1627.27 1631.43 0.25
ChinaSpeed 2 457.97 2 463.79 0.23 2 251.29 2 254,68 0.23
BasketballDrive 4 461. 64 4 .470. 07 0.18 3 361.67 3 366. 90 0.16
Average 2 031.39 2 039.53 0. 46 1 596. 30 1 600. 49 0.38

AR QP(28.30) T .28 Wiy 284 . 4Nk 3 Pz, i 3% 3 Al . b T4 — BT 51, QP (el A
B 3 T QP )N L T G T AR AR 16X 16 Bl . 8 X8 RSy CU Ml £ . i 7 B K

3.3 #SIAE %£3 Al QP T 28 Wiy %t C
E X IE IR BUR V’HZ@TE%:{ngﬂfﬁgg;ré JERH Tab. 3 Capacity C of all 28 frames
: e corresponding to different QP bits
— right bits 0, (12) —
total_bits MW i 51 QP=28 QP=30
20 (12) /i right_bits Fn IE M $2 B ELBR S total _bits & BQSquare 9 751 7133
7R R K B E RS B 7 BN 3 W 4R A K B S G ¢ Ak Bp BlowingBubbles 9743 6 844
RaceHorses 20 420 15 315

72 9 B o g 55 R B A [R) QP L5 K B A0 R 4 5 T Y QM ye 105 17 e
p (B A0SR 4 PR, £ 4 W e RS BP9 08, 78 5 40 15 19 ChinaSpeed sy 795 1 357
R P 8X8 CU B 2 BB WA BAL L MV g ketballDrive 42 736 30 886
(BB A AT R A A= 8. Xk He AN W) ) I X 871 | R : Chi-
naSpeed PATF 5 19 g (E /N 0. 433 RaceHorses F1 BQMall BT 51 1 7. (E 5K, A 0. 48. $EH]
SO B B e 5 1 L RERS T T ALBUAE.
%14 RF QP g H
Tab. 4 7 values under different QP

s . 7
/P51 KB QP=21 QP=26 QP=28 QP=30 QP=32 QP=31 Teve
BQSquare 1 0.48 0. 47 0.43 0.51 0.48 0.47 0.47
BlowingBubbles 1 0. 50 0.47 0.49 0.47 0.47 0.46 0.47
RaceHorses 1 0.52 0.53 0.52 0.53 0. 50 0.47 0.48
BQMall 1 0.53 0.49 0.49 0. 45 0.48 0. 47 0.48
ChinaSpeed 1 0.45 0.43 0.42 0.42 0.45 0.44 0.43
BasketballDrive 1 0. 45 0. 46 0.43 0. 45 0.47 0. 46 0. 45

3.4 XFEEEK

YA SO AR ) R AP R K SO SRR 5 SR L9 1R M i SRR AR LU B SR S SCER L9 A RD 1 i
B W8 16,GOP 2 8, 4t 96 M. Xf BlowingBubbles 5 51 #E47 1 430, xF L 45 R 05 5 Fros. 3% 5
AT SCH IR TE Res M98 4k 15 SCHRLO T30 A 25 A8 22, R 36 1 309 4Rl K5 (H SO P B8 A ik A 25 o
B2 3 2 K EN AT P it i SCERLO T B K B AT 1 . [m) B, S 350 3 19 e 55 2 Lb Sk
L9 10F. 3 3= B2 R S SRR 9 T AR 41 7K B8 s it Ay 3 000 A€ = A A 7 o T S b Bk 26 65 1 i i) 0 1) A
2T TN MV i 55 1. PR, S G803k 1 i 555 42

F£5 O RFESLAERERX 45 R

Tab.5 Comparison results of performance of different algorithms

RPN Diff/dB R/ % C/bits 7
SCHik 9 B 0.03 0. 30 8017 0. 60
BN =R7R 0.02 1.02 43 428 0.48
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Bt Xl i 2 B R 4R — A T HEVC B JfE s /K EDSE 1%, ¥ 5 - R4 TRLR A9 S0 BRRAIE 7 A R AR A5
K AR K BN A P ot s SR 5 AR K EELAZ 2ot ] 8 X8 CU i1 23 IR X5 e i o A A [|] 118 0 1 4 5K
B T ] T AR MV R R B e R 9 CU 23 B R AR I f) B4R 20 MV, S 45 51 3%
A - SCHR B0 X R Ik 9 82 0 LT AT L2 AN T i A K BV 5 3R 8 3 B AR /D s Rl I i 50k B 8K
BB e 55 1 5 2R WZ R RE A8 T L0 A A5 IAAE.
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