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Towards Lightweight Embedded Virtualization
Architecture Exploiting ARM TrustZone
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Abstract: According to the existing solution scheme of software based virtualization, the arm standard hard-
ware technology, combined with the mature technology of Xilinx ZC702 business platform, the general-pur-
pose operating system (GPOS) and real-time operating system (FreeRTOS) system running at the same time
are realized. Test data shows that the virtual machine from the RTOS to GPOS system context switching over-
head is 3. 10 us, opposite is 2. 64 ps, memory is only 1 KB; the performance overhead introduced by the virtu-
al machine monitor (VMM) is low and with a smaller memory footprint; ARM TrustZone technology is ex-
ploited to implement a lightweight virtualization solution with low overhead and high determinism.
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Fig. 1 Embedded virtualization architecture
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VMM FFEE M NAE 458 FreeRTOS 1 1. 30 % F1 Linux 1 0. 04 %.

#1 VMMizE{rsil #*2 VMM WS
Tab.1 VMM operating statistic Tab.2 VMM memory statistic
ATk 3S Lain /S Luax/S © 6 R4 n(text) n(data) n(bss) n(Total)
Switch to NS world 2431 2568 2478 52.5 VMM 848 0 244 1092
FreeRTOS 17 646 16 66 000 83 690
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