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Tab.1 Configuration parameters of the HM

Parameters Configuration Parameters Configuration
Profile encoder_lowdelay_P_main Intra period 4
Sequence type “IPPPI1...” QP 20
Frames to be encoded 40 FrameSkip 0
Frame rate/{ps 30 RD optimization 1:0n
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Fig. 1 Comparison of the visual quality between the original and the marked frames
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Tab. 2 Experimental result for test sequence

W7 51 R /dB Rsx.»/dB /% t/ % C/bit
PeopleOnStreet —0.32 0 +0. 006 +0.97 2 425
Traffic —0.22 0 +0. 009 +0. 34 1495
ParkScene —0.28 0 +0.008 +0. 07 750
Vidyo3 —0.18 0 +0.003 +0. 25 280
BQTerrace —0.17 0 +0. 001 +0. 87 1100
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WA /N AR AL LR ] T 33095 K B A RSB i R W AR /N X 2 D HEVC/H. 265 % 4
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% 3 Skip 1 Merge % i3 fir & b 5
Tab. 3 Proportion of code blocks using Skip/Merge mode

QP=20 QP=20
Sequences Sequences
Depth 77/% Depth 77/%
0 42.8 0 81.9
PeopleOnStreet 1 43.0 Vidyo3 1 86. 8
2 560X1 600 2 55.6 1 280X 720 2 91.3
3 67.0 3 94. 2
0 72.2 0 65. 8
Traffic 1 76.0 BQTerrace 1 69.7
2 650X 1 600 2 84.8 1 920X 1 080 2 74.2
3 91.1 3 77.2
0 63.9
ParkScene 1 71.6
1 920X 1 080 2 81.1
3 88.2

6.2 FEMWINE
S IE B FR IR () /N T HEAS BN L 1T 300 56 46 PN GIE S B R S 4. S5 b B 15 2 0. 999, 4%
S T 32 81 R B1F 51 PeopleOnStreet iz 822 )5 51 Vidyo3 1 2 il U945 ParkScene 3 A~ L7 ]
RS AR TR QP F K BB 32 2k i 19 52 M PR E NG B0 16 4 B 7% 6 4 o True” FR AGIE
L5 ISR False” FoRNIESS 0 R g 467, ST T4 2 4 GOP 58861k
FA4 SEEMEAET RS,

Tab. 4 Experimental results of integrity authentication

a2 A PeopleOnStreet Vidyo3 ParkScene
QP=20 8/ %% PN 8/ % UNTRSE S 8/ % NS
T & 100 True 100 True 100 True
& i 3 False 3 False 3 False
B (0,0.01) 7 False 7 False 6 False
FUER 5 (0. 005) 6 False 6 False 6 False
ot 55 7] 3 False 3 False 3 False

H1 % 4 TR AR R 8 B U i B80S BB AR A 4R IR K B TR 38 A2 B0 I K ED S BE B E B B B T HL
TEBR AR BOCRBAR VL] T 5k e DA UE LI 58 B 1 D5 T R 80 2K
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N HR -t AR 3R 55 7K B R A IS A0 R 1Y 22 5.

AT DCT A BRI R AB el 9 15 5L DL SE BUAIRTC 2k S0 It DRIk 3l i 55 A 3 i e S i
ot o AT LA ok A IR e 52 42 G R T 7E — BB RE B B MOOR AN R M AR . S 7E R L BUAE 3R G %
I [h) K K B A7 b BB 9 3 o 9 LK B 0 g 55 Pk 2 il Ptz g Ok B0 e 5 1 AR Y L B
A8 R Y BEURRE

S % Lk

C1] FhEA Bl 0. H K EpAL B AR LT . #2441k , 2000, 8(8) : 85-90.

(2] ZfEsb AW, 555, 5. 5T HEVC/H. 265 #1450 AR HE (% 0 2 i 1L 2 LT 0. W i %0 iR 5 R , 2013, 9(14) : 3356~
3359.

[3] COXI1J.MILLER M L. The first 50 years of electronic watermarking[ ] |. EURASIP Journal on Applied Signal Pro-



el HIRE, & SR WK EN Y HEVC W00 56 % P A IE J5 48 195

[6]

7]

(8]

(9]

[10]

[11]

(12]

[13]

[14]

[15]

cessing.2002,2002(1) :126-132.
CHANG P C,CHUNG K L,CHEN J J,et al. A DCT/DST-based error propagation-free data hiding algorithm for
HEVC intra-coded frames[ ] ]. Journal of Visual Communication and Image Representation,2014,25(2):239-253.
WANG Jiaji, WANG Rangding, L Wei. A Large-capacity information hiding method for HEVC video[ C] // 3rd In-
ternational Conference on Computer Science and Service System. Atlantis; Bangkok Press,2014:934-937.
WANG Jing, YU Xiang. DAKE H E D,et al. Multiple sign bits hiding for high efficiency video coding[ C] // Visual
Communications and Image Processing[ C]// Sandiego:IEEE Press,2012:1-6.
PROFROCK D, RICHTER H,SCHLAUWEG M, et al. H. 264/AVC video authentication using skipped macrob-
locks for an erasable watermark[ J]. Proceeding of SPIE Visual Communications and Image Processing. Beijing: IEEE
Press,2005.:1480-1489.
CHUNG Kuoliang, HUANG Yonghuai, CHANG Pochun, et al. Reversible data hiding-based approach for intra-
frame error concealment in H. 264/AVC[]]. IEEE Transactions on Circuits and System for Video Technology,
2010,20(11):1643-1647.
LIE W N,LIN T C,TSAI D C,et al. Error resilient coding based on reversible data embedding technique for H. 264/
AVC video[ C]// Proceedings of IEEE International Conference on Multimedia and Expo. Amsterdam: IEEE Press,
2005:1174-1177.
LIN S D,MENG H C.SU Y L. A novel error resilience using reversible data embedding in H. 264/AV C[C]//In-
ternational Conference on Information, Communications and Signal Processing. Singapore:IEEE Press,2007:1-5.
HUO Weijing,ZHU Yuesheng. A reversible watermarking algorithm with error-drift elimination in H. 264/AVC
stream[ C | // Proceedings of International Conference on Consumer Electronics, Communications and Networks.
Xianning: IEEE Press,2011.:2893-2896.
LIN Y C.LIJ H. Reversible watermarking for H. 264/AVC videos[ J]. World Academic of Science.Engineering
and Technology,2011,78.828-831.
LIU Yunxia, LI Zhitang, MA Xiaojing. Reversible data hiding scheme based on H. 264/AVC without distortion
drift[ J]. Journal of Software,2012,7(5):1059-1065.
ZHANG Weiwei, ZHANG Ru, LIU Jianyi,et al. A reversible fragile video watermarking for H. 264/AVC[J]. Jour-
nal of Electronics and Information Technology,2013,35(1):106-112.
ST, . — R BT HL 264 2 WSS RUBUK BNy R0 @ F 8K ,2012,1(45) : 112-118.

Scheme of Video Integrity Authentication Based on
Reversible Watermarking for HEVC

DONG Xiaohui, LIN Qiwei, XU Dongxu

(College of Information Science and Engineering, Huaqiao University, Xiamen 361021, China)

Abstract: An algorithm of reversible watermarking based on new video coding standard HEVC/H. 265 is proposed in

this paper. The proposed algorithm firstly compares the DC coefficients coefficient of contiguous two blocks in the first 1

frame to create an authentication code. Secondly, embed the code as watermark into P frames from the second group of

pictures by modifying one motion vector component amplitude. then embed the least significant bit of the original MV am-

plitude into the last coefficient of the discrete cosine transformation block to restore original video. Experimental results

show that the proposed algorithm has good fragility and is easily to be extracted from the video, what's more, it can re-

store the video exactly.

Keywords: motion vector; discrete cosine transformation; HEVC/H. 265; integrity authentication; reversible water-

marking
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