EERVE ] R M CH KRR R Vol. 37 No. 1
2016 £ 1 H Journal of Huaqiao University (Natural Science) Jan. 2016

XEHS:1000-5013(2016)01-0048-06 doi:10. 11830/ISSN. 1000-5013. 2016. 01. 0048

HrEGXEE & ZE BB
B BUE S R 5T R

RiE, xHH, RR, £ R1b

CREE R RN SE R LR 2B, Kt 300384)

WE: T HBOEE AR AT EAT AT HUE#A BVEF S 7R 4 B 5 A B 19 58 71 R 2 5 58 45 0 B0 1| 1R
B D P ST R 5 B v L L 2 B A S A 2 e AR T 5T R SO A B T R G R R DL XS
By 3L A0 S PR B et AR P AT BE S R B A AR AL BB A, B AN T X B B OE BUIE 2k B — R
. e A8 A B ORT E A By 1), I BGIE B AR ok B9 0F 58 J7 1) R A7 JRe B

XBWHE: BIUE:; XBEH; Zuksm; SFEBOE

FES%ES: TP 391.41 XEARER: A

Wit 255 45 Foh ) R 56 K 1) P45 20 5 9 1 (41 Photoshop) 193 B AT LT A5 B2 %l 5 Ak v] LU 5
Xt — R P 1 R A 065 14 9 LB ke ) VT A5 AR e 3o Y HR A 260 23 9 0 ok VT4 7 3 D 308 7 ol A 2 R F
FE I HE UL A J7 T H 0 ) A2 2 25 AR T AT A A0 ) — W RO AR DL A L LSS AN SE R I X
LA AT BGIE 23 BT » B 28 38 D) it B gk DR 9 ] 8L PR AR B SO IBGIE T77 35 mT 20 32 Bl OGHE B AR gl 3
IEFEA . T2 3l BOUIEHE A 5 223 500 i) P 150 rb 9 0 807 7 B s 8 7 48 44 SF WA I AR AR S L A A BOR AR
AR A HA A2 A 44 R K B i D RERL . SR . H AT 2 R 2 BOBO B i A S BT B IR T RE. B
SPGEFCA  SOFRE BOEE AR A5 B 7E PR i A ARS8 - SUDUR B B0 PR AR B (9 GE i 45 1k
S PG D A Ve S A S8 B L AT STz A S R L i [ PN A B A R T 5 A
ML P AR SO B ERGA T R R XU ) B0 5 BOIE B AR AT 5 Bt e

1 XEEHEY

DX 35 5 2 i S o P15 o 1 0 43 DX 3 0 0 ) — i P 14 o S A 5 1 H A X880 LA 36 5 4 i
S 5 s AR A R T A DX R T R — W TR T G R A O 3 0 AR K S R L S
N 7 5 R U 57 0 JE B X AL R 0 3 2
e DRI B g PR A Sl S L X A B
WS AP 1 R :

T SR I e — U DX A ) B R 4 T
AE I o 3 2R I 15 Ak TR AR S A TT LSRR |
2K« oo ) B 0 A b R ol DB S 4 X A ]

X 55 K G 22 B PR 1% A TR A L A0 A L B A () JE IR EG (b) Bk %
G OB AR R A A S h [ B E AN L IS BT I IR A e s 41

b B AR 248 6 42 X 0k T 22 0 Yo A Bk R Fig.1 Example of image region duplication forgery
QAT I A BRAE AL HE JPEG FE40 g ASORT 45 , 32222 R S 0T BRI IR i W0 2R B0 70 2% 55 52 iR 10k 5 1
AL BRI A () B — 2 R B b 398 o 5 e 00 45 T BBCIIE 7y B

WiHEBHE: 2015-09-07

BEESE: BIEQ84) T yfn 4, FZNFERFBOE . EHG A A PF5E . E-mail: zhaoj@ tju. edu. cn.
ELWE: AElEmEsapERREES IR E(20120712); KEWE ST YW 50585 H (JG-1220)




%1 O A BT P B DX B R TR IOIE B AR B 5 3k e 49

2 BEUERKENRTE

b DX B 8 L T AR R ] P A AR T AR 2 G BRI Oy vk L R EBUH A 3 26 D
Fe T oy BURF AR VT BC A 75 3% 5 2) 6 TR AR AR I 55 R AR DT BE A9 75 3% 5 3) AT JPEG 2 b5 4 ik £ 5 BOIE J7
W EEXEER 3 205k N AE AR T 2 OGIE . B S B ORI JPEG R AU AL R I HIX
S ) B ORI DR BB B IBURE 5 3 Y A A 43 BT UK TR 4 Al B IBOAR 5K 2 i (discrete co-
sine transform, DCT) R B EL 7 P9 1 i o K TPEG B2k P 15 A5 00 e A D o [ 4% 1 B — T 4 -5 WU
5 RN E AN R R R DCT 2805 HIESi 5 DCT 800 B G 3¢ 8 42 37 (&4 T T 46 M 2% A5 Al 51

B Bk [ ommy |
S B 2 B B T I R LR i T AT R B X BT Ty I
AR R — A3 R P A I R L A 2 R BN

2.1 kg

PR B4 300 Rt X R B R AT AR . P e e U B Be vy | Es |
TR R 4 B R G B30 5 17 46, 4 Ik Wt S 1% 28 1 K f. — 7
VB TR R (YD 5 B0 R 6 (Ch/Co A 0 e ff b, | s |
{E T TR B B T 0 4R\ RGB 25165,25 [ B ey YCBCr 166,75 [, [ !
TR 77 1 SO 1314 D% FRE T30 SN A B i e B gk i | weeee |
FEA BRI A AT VR 5 0 A I 25 B 0 A A 1 T 4 B R G |
GO T W W 6 P 25 e R0 (e L |
Y | FL@ |
2.2 SEARSEE SR S

I 43 52 7 458 A1 6 R 5 SR ik PR v A A 2 /0 W e AT — i TR0 785 3 A | mé%]

RL DR, PRIk G 0 B v ) 2 S PR SR R R AR B — 0 AR
JEARAL DI A 5 i R 25 38 BURFAE DT BE A A I 7 325 5 K IR 2 KOs i Sk
TG R)E LR ER R A R AE SR AR DX 8. SCHR[8-10,20-22 JdRcw FH U5 i v A o
) 43 By 3 e g A% 43 BN T 1 5 T B BV 5k RSE Sl 6 X0 B 5 I i 11, Fig 2 General process of
BRI 22 b S 8047 F A 5 U 8l — MR R AT HI4 75 5. SCaR[19 R py reion duplication forgery
PIRIIE 4 B A 77 TF 40 e detection methods

AN} T3 B DR TE 68 J7 125 5 55 TR AR 5 DB IC 9 077 125 8 2/ i S A PR rhoR 0 5 AAE 3 TR 28 773k ) X1
TET IR 2K 2). B TR AE A 89 J7 v 32 2R T RUBE A A8 KR AE 42 4t (scale-invariant feature transform,
SIFT) Fifin i3 - #2457 4E (speeded up robust features, SURF). 3% F b R 5 6 A= LA B AE S 3 A T X K 1%
9 -F-F% i e RUBE 4 AT AN A2 Ve X 6 IS AL LA AR Ak O S AR 4 IR R DR AR R B T AR E .
2.3 HHERER

FE] PN Ah 2 2 0T DX I A i ke AR T AR 2 A I Ty k. R 3k 6 Jy 12 1Y) 3 S DO AE TSR Y
TE 32 BT 125 B b J0 AR IE 114 26 28 0 RS AN ] ARk B2 B0 S0 e G i) 530 2k 1 O S 20 3R
2.3.1 R FBRAZTHGIHERIRG %  Fridrich 257 fg S 42 1 — Fb 5L T 9 3h 55 11 4 He B 4E VT ¢
f1 DX A S S R I 5 7 % DCT 3R B0 Oy UG B i FRALE Hif 34 s Huang 557 4% Bi 4k DCT 22 78
HEFP oAy — 2 K0 3 3ok 8T 48 A A R AP K IR BRRRALE L 1% 5 1k W] AR BT JPEG He 45 IO 1k 5
Cao FEU 4 R FH N U0 1B Bt 254~ DCT B gE47 55 AE # A o 38 1 155 09 B0 [ B 4 45 43 J5 49350 20 19 7 1
{EL2E BRI [] &
2.3.2 R TFHEBKBROBIEIRIG &  Popescu 2% F 45 43 7 (principal component analysis,
PCA) 712 %) [R5 e R AT [ 4 b FL -4 5 A0 5 B 45 2R 20 5V O R A R 1 18 — A7 5 32 07 1265 %) o g 1 A 451
JE 45 B & B ; Bashar 28532 1 % F % 3 70645 #F (kernel principal components analysis, KPCA) & i
PRI PORFAE A3 B 19 3 F KPCA [ RRAEXT T e Fn JPEG FR 45 B A 507 i & # M Gan 520 42 11
AR o i ek 15 45 R 1) o 2H A AR A B L 38 5 PCA S 4 AE 4 B 17 4 B 4 ok AR B8 B A i R



50 L F R FF M A R R B 2016 4F

DUER B9 43 L 107 15 AT AIRBT/N T 60° (Y i % Uit
2.3.3 AT rHHMm AR TSGR G % Myna 57352 B FE B A /NS R 2 R AR T b
3 B DAL A Al s RS 380 %k B0 A8 A o 5 SR FH R 62 A DG 3% 328 4R 0 18 11 45 B 199 A 4L 1 5 Bravo-Solorio 45
TSGR A TR W SR 3 X RO AL B o SR 5 K LT B A R A O 1) R AT SR A B — A Y B R A T A AT 5
Bayram 221245 1 5% H Fourier Mellin 748 # $2 BUAy B BR AE , F) %t 551 4% Ak A% 25 # (log-polar transform,
LPT) il A0 e it R 453 JSORKONE 32 T3 5 AT AR T 50 0 A0 ) e 2 AR 4 il 2 s
2.3.4 RTHIEAZHEMFIERF G K Luo P FRIUT AN KL T 5% BE 106 b T e A X [R5 B A7 4
EF A s Wang 2618 A [T Bl 432 4 A [l0 X8 3153 45 A X8R 09 7 29 4% R A 41 SRR AE 17 5 1%
05 0T DI IE R F0 5 AL B0 s Wandji 585 40 013 F 5 B 43 B R G LB = A4S 106038 38 19 B A o
22 AV BE L i b oy BRSEFE Y 43 i AR R T B L [ ZH A 10 G- FRRAE 1)
2.3.5 ATAREHBMBEGHLRR G E  Mahdian 0504 H 0 BIX A ER B9 R.GL.B =4
€30 TE BRI 24 AR FEAS 2 72 4R RAAE ) 5 PR ST PCA S R A7 B2 A0 21 32058 1k X T
W JPEG H&i e iy HAT & kR 5 Ryu 5 15853 By Zernike K8 45 2 1] 45t 14 05 B4 43 P
FTRAE R A 5 Zhong 451 2545 48 BUH HL I J 0 1 Dy PR AS 748 i 4 B2 JURRAE
2.3.6 ATHFMMy MR ik Kang 505 $ H il i x5 4> 4> B i 17 25 58 53 % (singular
value decomposition, SVD) 3R AF 5 F5 AiF [ 5k Li S5 52 X6 /0N 28 4 75 1) (9 A 400 7 5 161 a0 A7
SVD; Yong 45 #8455 3CHk 21 TAHE 4 75 2% o DX B AE T R A6 T L5, 78 2R 47 /0N D 748 4ok 45 JBCAR A3 77 i »
s B ST AT R S 4 M 0 ik Y AL B
2.3.7 AT AL G ERRO & IR T TR SR I - R AE VE T A 22 2l I 07 3%
FEA TR 2 2) FRAE SR I ) il b s 28 B8 3 CIET 2) 75 X A ik s &0 Bk A 7 R A0E 8 38 26 BURRAIE ) . ST
[33-34]FI H] SIFT 55 12 48 HURRAE 5 HY 4% 50 5507 42 th %) 44> SIFT HEAE 23 52 B HSI R € 53 1E ; Mishra
SEUVSR AT SURF S0k gEA 7 AR AE R 34 s TUSR 2 3657 42 g 00 3o A% 14 23065 R A8 o6 B2 4 O SURF (1 % A
HEATRFAE 2 2 U A BURRAE AT 38 7 CSURF ; 2255 4505 42t R 0% HIHT & 1 IX 3808 15 B % i 1) FI-
SURF HFAE ; Chen %557 5% F W6 5 T 1) S8 (60 FRR 9 22 X Harris RRAE 500 1B 4B 30EA T 47 AE il i
2.3.8 HAAEIR I ik Davarzani 25U R H £ 4 #E % 5 3 — 3 A N A FH £ # LBP (local
binary pattern) 5§ $2 B 4F PURFAE ; Nguyen 551 42t F ] Radon 254 48 B4 BORRAE 5 Li 550 42t A1)
e T 5% 728 8 4 IR S B 07 5 AN A R ALE
2.4 HFMEPUED

TR AE 4 BB B LA o 52 1) DX 3 R0 At Oy DXl m X By 1 3 ke B0 AR i 30 i A A1E ) s 74 A B4 D
BCHAE . Ry 1 ST AR 5 R DC T 9 5058 L AR 22 07 125 1 A JECREL 2 Rl R AL P R AL 1o 5 Ak T 495 AU 266 e v 11
FRARAT » XA A — A7 4R AE [0 i 590 050 2 R B B ' — 2 3 T PN A S AT RO RRALE 1) b 4T O BE S AT AT 880 I 4
AN B B[]

R AIE V5 A B3 R 1 DG T 465038 i 5 ) 04 D 0 B R AR 6 A R A7 7 CHE PP RIDRERRAE 6 1 v B — A7
18 P UE o i R M P AT AT HE Y o SRR S A R A I o R B0 A SRR 1 A T AR AR AL L S A EE Ay
SCHRCR A K-D RS0 (BBF Bk F Y 5 K-D RS R Bloom K I A TH BT 4 O 1. 24
R AL PR 5 A K 2 GBI R T — 2 1180 R R o ) 458 % 0 0k 32 79 AR RURRALE 1] & . A0 4% Euclidean ff
BHT  Hamming BEEH A OC R BT FIAE AL AR OC
2.5 ERREER

— R U ASCAR Ah AR AR DG FE S8 AN BB 5¢ 42 A 52 ) DX IBUAA AE 5 1. GX 2 ol TR 28 B AR IR b mT R
FEAE— DB A JRON 1Y ey B2 AR AL X 8 20 5 37 55 v 8 % B AL B o 550400 v i1 o A A X4 L i AR T
G S BB U . PR B AT A R X3 R B R R DR .
2.6 AbIE

5 AL B —FF S5 A0 BEIT N S A I Bk A T A TR SRS LT 3R A0 BRAS B Y A X SRR B
T BEARGIE— 25 1 b B H IS AL PR AR L5 S ok | Tk S5 TR A A A BTN Sl R AL
BB U R T S BR JR A A



%1 O A BT P B DX B R TR IOIE B AR B 5 3k e 51

3 BAEAEFEENEE

T 3 R RIS 3 A R ) AR SCAIE T IR T LA BB X e A o B SR I R AEAE LA TR 8 A ] AL

1) X 2 XIS ) BE B4R A 22 BOCHR b I B0 20t AR O A ARG I 245 28 L 9 LG v AR 2 G 0 BR0k x
2 DX S S 1 B A4 AR TR A

20 SLREAG It P 0 v R Ry AR B DX 38R L2 A BB A 28 0 A ) DX Il R B e X 3

3) X R A T RO S TPEG F 45 1A 5 W PR A o 0 56 L I R ok 22 A b B A 0 9R  at
EZIRlICRIS R 8

A X A A DX IS T8 e TR 4 A v A 48R A T Y 5 R A B

5) BT XS i 115 36 AL e i) AE AL S 550, Un A% B B e A o1 B R A T R A

6 J B A Il A0 v A A DR TR AR - T BRI 195 D00 A K A R 2 A K TR 5 2 Y B
9 HE .

7y B 2 G BB A B 0 A7 TR A [7] 20 C0 R ALy A 1 el 0 R 0l R A

8) AT AR LA R o G I AR AR

4 it

PG B 080 BUIE B AR R S 48 2B % I I 9 . AR I P A AR 222 3 A i S G B R EE 4L
37D R AR IR B B0 IR 0 3l BOIE £ A 38 4 T Al 98 40 2 BICH A 1) 400 9 By B
i BHE— WSTR[ RBLIE A AR 2. XEASKR O BF R T AR I AT 4 ri B,

D) B BB BGIE SR (W52 B AL T4 9 B Bt » i = AW A 5 S8 K20 7 BEAE R R AR 4 = i st 57
SR 2 AT L 58 3 1 R0 BB S BGIE BEe 1 & 2 T 48 T BOIE 5 i i B S BRI R ROk
IR i i B Y )

2) BUA Y B A Bl HOUE B R 22 #8021 %) A o BT A 2 R ) B — ARG M 7 72 % S B v 2 R BT BB R
WA (8 09 52 A B4R AR+ R A IBGIE 7 1 K 2 2 R AR BT R RE 8 I I 2 P IR & 0l 1) 1 BBGIE 5
T T S A B 4 IR B R A RO A F S A

3) I B Sl BOIE 3k S A 1 A LA 5 K507 PR LSk D B0 ST P A5 10 56 B A s o 4
St e AR R B A HOCIE 7 (] AN AR BT BB IR T R A S L B AR B O R T R A R
QAT A 250 ) 0 TR 1) 2 P R D e P o 2 R ST 8 B T T ) 40F 5 AL

4) EWAE A BT IR BOIE R AR B 5T . B A B 58 R 8 B IBCIE S 1 A 0 B B R
B 52 HOUE S0 32 el AR L 4 JBOTE 33 2R 8. S OUE SR W58 A5 By 1 02 it 8 IBGIE H AR B0 58 3« B AR R BB
S T AR R0 MR SOOI AR 4 22 O R AR T TS R 22—

S % Lk

[1] AL-QERSHI O M,KHOO B E. Passive detection of copy-move forgery in digital images: State-of-the-art[ J|. Foren-
sic Science International,2013,231(1/2/3):284-295.

[2] CHRISTLEIN V,RIESS C,JORDAN J,et al. An evaluation of popular copy-move forgery detection approaches[]].
IEEE Transactions on Information Forensics and Security,2012,7(6) ;1841-1854.

(3] Bk . 584k 5. 5T JPEG £ U 4k A iy P45 5 RS U B2 ik I LT 1. i 0 R 2% 2 4 (L2 0D » 2015, 49(10) : 1893~
1901.

(4] EWW . HIEIT. —FfiiF DCT R HE 7 & 2 5709 JPEG B E SR [T, mu i K4 2 4k CLRABA D L 2014, 46
(1) :41-46.

[5] £ .5k T DCT REE LB 56 R A EER & BOER L] BT 515 B4R, 2014,36(9) :2068-2074.

[6] LI Leida, LI Shushang,ZHU Hancheng, et al. Detecting copy-move forgery under affine transforms for image foren-
sics[]]. Computers &. Electrical Engineering,2014,40(6):1951-1962.

[7] MYNA A N.VENKATESHMURTHY M G,PATIL C G. Detection of region duplication forgery in digital images

using wavelets and log-polar mapping[ C]// Proceeding of the International Conference on Computational Intelligence



52

L F R FF M A R R B 2016 4F

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

(20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

and Multimedia Applications. Sivakasi:IEEE Press,2007:371-377.
BASHAR M,NODA K,OHNISHI N,et al. Exploring duplicated regions in natural images[ J]. IEEE Transactions
on Image Processing,2010(99) :1-40.
ZHAO Jie,GUO Jichang. Passive forensics for copy-move image forgery using a method based on DCT and SVD[J].
Forensic Science International,2013,233(1/2/3):158-166.
YAO Heng,QIAO Tong, TANG Zhenjun,et al. Detecting copy-move forgery using non-negative matrix factoriza-
tion[ C]J // Proceedings of the 3rd International Conference on Multimedia Information Networking and Security.
Shanghai:IEEE Press,2011:591-594.
MUHAMMAD G,AL-HAMMADI M H, HUSSAIN M, et al. Copy move image forgery detection method using
steerable pyramid transform and texture descriptor [ C] // Proceedings of the IEEE EUROCON. Zagreb: IEEE
Press,2013:1586-1592.
HUSSAIN M,MUHAMMAD G,SALEH S Q,et al. Copy-move image forgery detection using multiresolution We-
ber descriptos[ C] // Proceedings of the 8th International Conference on Signal Image Technology and Internet
Based Systems. Naples:IEEE Press,2012:395-401.
YONG L,MEISHAN H,BOGANG L. Robust evidence detection of copy-rotate-move forgery in image based on
singular value decomposition[ C] // Proceedings of the 14th International Conference on Information and Communi-
cations Security. New York:Springer,2012:357-364.
KASHYAP A,JOSHI S. Detection of copy-move forgery using wavelet decomposition[ C] // International Confer-
ence on Signal Processing and Communication. Noida: IEEE Press,2013:396-400.
LIN S D,WU T. An integrated technique for splicing and copy-move forgery image detection[ C]// Proceedings of
the 4th International Congress on Image and Signal Processing. Shanghai:IEEE Press,2011:1086-1090.
DYBALA B,JENNINGS B,LETSCHER D. Detecting filtered cloning in digital images[ C]// Proceedings of the 9th
Multimedia and Security Workshop. New York: ACM Press,2007:43-50.
LIU Guangjie, WANG Junwen, LIAN Shiguo,et al. A passive image authentication scheme for detecting region-du-
plication forgery with rotation[J]. Journal of Network and Computer Applications,2011,34(5) :1557-1565.
ZHONG Le.XU Weihong. A robust image copy-move forgery detection based on mixed moments[ C] // Proceedings
of the 4th IEEE International Conference on Software Engineering and Service Science. Piscataway: IEEE Press.,
2013:381-384.
WANG Junwen, LIU Guangjie, LI Hongyuan,et al. Detection of image region duplication forgery using model with
circle block[ C] // Proceedings of the 1st International Conference on Multimedia Information Networking and Secu-
rity. Wuhan:IEEE Press,2009:25-29.
CAO Yanjun,GAO Tiegang, FAN Li,et al. A robust detection algorithm for copy-move forgery in digital images
[J]. Forensic Science International,2012,214(1/2/3) .33-43.
LI Guohui, WU Qiong, TU Dan,et al. A sorted neighborhood approach for detecting duplicated regions in image
forgeries based on DWT and SVD[ C] // Proceedings of the IEEE International Conference on Multimedia and Ex-
po. Beijing : IEEE Press,2007:1750-1753.
BAYRAM S.SENCAR H T,MEMON N D. An efficient and robust method for detecting copy-move forgery[ C]//
Proceeding of the IEEE International Conference on Acoustics, Speech, and Signal Processing. Taipei:IEEE Press,
2009:1053-1056.
FRIDRICH J,SOUKAL D,LUKAS ]J. Detection of copy-move forgery in digital images[ C]// Proceedings of Digital
Forensic Research Workshop. Cleveland:[s. n. ],2003:55-61.
HUANG Yanping, LU Wei, SUN Wei, et al. Improved DCT-based detection of copy-move forgery in images[]J ].
Forensic Science International,2011,206(1/2/3).178-184.
POPESCU A C,FARID H. Exposing digital forgeries by detecting duplicated image regions[ R]. Hanover: Comput-
er Science Department, Dartmouth College,2004:515.
GAN Yanfen,CANG Jing. A detection algorithm for image copy-move forgery based on improved circular projec-
tion matching and PCA[J7. Sensors & Transducers,2013,159(11):19-25.
BRAVO-SOLORIO S,NANDI A K. Automated detection and localization of duplicated regions affected by reflec-
tion, rotation and scaling in image forensics[ J]. Signal Processing,2011,91(8):1759-1770.



%1 O A BT P B DX B R TR IOIE B AR B 5 3k e 53

[28] LUO Weiqi, HUANG Jiwu,QIU Guoping. Robust detection of region duplication forgery in digital image[ J]. Chi-
nese Journal of Computers,2007,4(11) :746-749.

[29] WANDJI N D,SUN Xingming. Robust detection of copy-move forgery in color images[ C]// Proceedings of the In-
ternational Conference on Image Processing, Computer Vision & Pattern Recognition. Las Vegas: World, 2013
492-495.

[30] MAHDIAN B,SAIC S. Detection of copy-move forgery using a method based on blur moment invariants[J]. Foren-
sic Science International,2007,171(2/3):180-189.

[31] RYU S,KIRCHNER M, LEE M,et al. Rotation invariant localization of duplicated image regions based on zernike
moments[ ] |. IEEE Transactions on Information Forensics and Security,2013,8(8):1355-1370.

[32] KANG Xiaobing, WEI Shengmin. Identifying tampered regions using singular value decomposition in digital image
forensics[ C] // Proceedings of the International Conference on Computer Science and Software Engineering. Wu-
han:IEEE Press,2008:926-930.

[33] AMERINI I,BALLAN L,CALDELLI R,et al. A SIFT-based forensic method for copy-move attack detection and
transformation recovery[J]. IEEE Transactions on Information Forensics and Security,2011,6(3):1099-1110.

[34] PAN Xunyu.LYU Siwei. Region duplication detection using image feature matching[ J]. IEEE Transactions on In-
formation Forensics and Security,2010,5(4) :857-867.

[35] HISKHt.RM, B, 45, JET SIFT I HST A A B9 0 B4R 52 -G 0 B 20 Bk LT 35 MoOR S22 i (2= RO
2014,44(1):171-176.

[36] MISHRA P,MISHRA N,SHARMA S, et al. Region duplication forgery detection technique based on SURF and
HACL[J]. Scientific World Journal,2013,2013(1):267691.

[37] BEK &, 54k 5. FI ] CSURF iy B G SR MG BB M LT ] KRR E¥IR(AAR 25 TREARND 2014, 47
(9):759-764.

[38] Zs, xa oioik, 45, FEUGBE A5 S RS I BL 8CR  Hh fy FT-SURF k[T, 5@ {5 4% 4%, 2015, 36 (5) : 54-65.

[39] CHEN Likai, LU Wei, NI Jiangqun,et al. Region duplication detection based on Harris corner points and step sec-
tor statistics[ J]. Journal of Visual Communication and Image Representation,2013,24(3) :244-254.

[40] DAVARZANI R,YAGHMAIE K,MOZAFFARI S,et al. Copy-move forgery detection using multi-resolution local
binary patterns[]]. Forensic Science International,2013,231(1/2/3):61-72.

[41] NGUYEN H C,KATZENBEISSER S. Detection of copy-move forgery in digital images using radon transformation
and phase correlation[ C] // International Conference on Intelligent Information Hiding and Multimedia Signal Pro-

cessing. Piraeus:IEEE Press,2012:134-137.

Research Advances on Blind Forensics Technology of Digital
Image Region Duplication Forgery

ZHAOQO Jie, LIU Mengmeng, WU Bin, ZHAI Dawei

(School of Computer and Information Engineering, Tianjin Chengjian University, Tianjin 300384, China)

Abstract: Blind forensics technology has become a hot research topic in the field of digital media security, due to the ad-
vantage that it does not need any authentication information embedded in advance,only to identify image primitiveness,
authenticity and integrity according to the statistical features of the image itself. In this paper, region duplication which is
a common forgery in digital images is introduced. The image processing operations which may be involved in the practical
tampering are analyzed. The general process of blind forensics method for detecting region duplication forgery is summa-
rized. Finally, limitations existing in available methods are analyzed, and perspectives of further research work on blind
forensics technology are presented.

Keywords: blind forensics; region duplication; forgery detection; digital forensics
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