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Research on Word Vulnerability Analysis for the RTF File
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Abstract: According to vulnerability exploitation attack of Word software parsing RTF document, this paper studies the

principle of buffer overflow vulnerabilities of Word program parsing RTF document by using the reverse analysis of the

Word program, and proposes a new vulnerability analysis method based on instruction backtracking and characterization

data construction. Through proposed method, this paper analyzes the triggering reason, triggering point and triggering

mechanism of Word vulnerability. The analysis process of buffer overflow vulnerabilities for facing RTF document is ob-

tained. The Experimental testing results show that this method can effectively detect the RTF document parsing vulnera-

bility of word.
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