W35k HeH R E W CH KRB ¥R Vol. 35 No. 6
2014 4E 11 A Journal of Huaqiao University (Natural Science) Nov. 2014

XEHS:1000-5013(2014)06-0665-04 doi:10. 11830/ISSN. 1000-5013. 2014. 06. 0665

AR TEEN®WAOSINERIARZ BB IL

FJORAa", RahE, AT

(L R Tz b R PLS i 75 B EBe . TR K4 5250005
2. JUARA AL TR PR LARRAERE, TR K44 5250000

W R EE T T E P A AR 1 ST e U B UR IR IR S5 AR A A T 4 Y B8 E (IR AR AR
5 i O P 2R Tt o TP B 0 A W SCOR T B 17 T8 AR R4S 44 15 8 AR A IR g5 e o IR 55 AR TR T P B B4 1
SCURAE B R RS PR T A S R LSBT B 0y BT UE » AT A S A 2 A A X T R B AR 2 A
AR AR BEAT o0 25 R R W] - B4R Hh 09 P 26 T A7 BT 2K

X BFEE; DSRS0 RIEH; Sif% 9

mESES: TP 309 XEktRES: A

W7 E1 A A IE 25 4 22 e WM S IR 55 2% LA FH P A 10 4 3004 B0 3iE (8 S DA IE A5 8 25 3iF 52 1 P 1 21 43
AT 7 9 3 18] S 7. — A~ 28 42 1R 205 2 61 . R 111 4 DOTIE 26 5H 38 0 BN SUAE 76 1 22 500 114 i et W iR 55
TR O 2 ety L e L R BT — AN e A 9 T A DA UE 3 B 5 e P BURR I S O XE R L 14 B R
1B R P 1 14 TAE %5 B 22 48t b 18002 30 4F ok (9 AF 5% F4 5. 1R {5 1 19 A & J2 B Simmons 1 IR 2 1
A B AR TR T A D AL A9 80745 4 VT %5 4 1) A 1) Hp S e 1 — BB {5 8 L R & 6 o D
6 78 A0 Ab AT A NEBA B AL i 0 B i B NS b e A R E RS AN T EIER B )G .
S AT T ARG BB ST A% P AT T R [ 38 ) R ) — A DI R Lee SEHY R H — Fib
P 5 111 A DAIE 28 81 28 46 B 10 PAKA-X, 3% b B0 3 F 11 4 56 00F {f ) 850, BB H1C 480 A2 45 45 10 U £ 24 2 <.
Kwon'™ i H —Fft— 5 14 3 TF 50 UE {4 19 11 4T UE 26 B 28 B o 13L #TEE% UM 7 ASE R R IR B T B % 4

M DM GE TG 42 % 4 (TLS) M Hhis. S 40 4 o — Fh ele b i 28 9% 7 & FIRZ O Bt 17—
ASTTRR B A58 7 6. R/R 82450 42 Y — Fh ke atk () PAKA-X PRS0 (H ek ity D ICSE Bt R 42 2, 1T 30 it
K. 28 ORI B — b 3 T IR UE (A 19 = 07 1A A UE % 9 28 e B L. Pointcheval 28 2538 T 114 A E
5 BH A8 B IS A 3 R A 3 T 7. Fujioka 26048 M 1A DAIE 25 80 58 e B U GC B A% 38 F 45 44 » 7
CK+ AT F B Ho 22 4. HUANG SV 42 7 W T ad hoe 4% 19787 BE 44 1T BT 15 38 19 2 25
S RN AED Y T EDL %5 44 v 5 1R 30 B P B R AL gk % B TR T R 2 AL T
ZE R 1T A A A P S ) R AR SO R T ) A, DA A 1A B SCVE S BT (R B — R 3
T A 38 0B 7 A DGR 4H 38 P

1 ETETEENRTAASIMERRAZBRBIN

BT B R A M 7 0 A UGIE S B sc i DR AR PAKE. PRt TP U FIIRSS 28 S 4L — 1~ &
G HARHRARE K LR B LR 3 A5 o,
1.1 RGE

REHFERER poq W gl p—1og 2 MEBUC. W N g5 RGHEFE 1A JCREDE 10 2616 04 7
BRECH = (0.1)" — 0. D AFFBE pog.g Hol FIN U 4% 2o €02, 1R HF ATELAH o=

WRmEH: 2014-04-01

BEMESE: T Q79-) 3, JF0i, 3= 2 F AL 25 55 25 65 Dh LA BF 55 . E-mail : gingcheng33@163. com.

EEWE: KA RFEIES FIIT H (61272382)5 144 B AFFE IS VBT H (S2012010009963) 5 1™ 4 7 4
w5 H (20130350)




666 R R (A R R 2E O 2014 4

g'vmod p. I/ U MG HHRRFF N 1Dy, U XS5 yu Al IDy.

B FRIRAT A IDs AR S5 % S 8 FAH as €12, » AN ys=gsmod p.S NH S vs A IDs.
pw AP URMEHAYSC,UMRE S pw E‘JEME{E v=g"WPulWslr It 58 i B3 5 BT v B4 RS
#r SR A,

U (pwa) S (p= gy
ac &
e=g modg =g modp
:=aﬁ;'grﬁc;3§ o8, ID,ID ¥=c” modp
=a-%,. —_— -
=y mcdp
o= gt/.m &

v=vo, be &
4, .m, 4Rea ¢els
0J=5(19 II;D IMIJ) T K.=H@D, DRI
K = H{D IIID ||o'||f)
F 1 PAKE (32 B i E
Fig. 1 Interactive flow chart of PAKE
1.2 2EEBRTEEEANTE
AP UBk#acZ, it c=g mod p M t=yimod p,i}54 r=pw « g7'mod p,s=a—xy * rmod
P ME A B T EEMZEL R Ceor ) I U RS #8 S A5 B (corss, IDy, IDs).
A5 2% SUREIH P U %4 14 85 A7 B0 R (5 B AW & i 45 # 38 ad AL s 15 ¢ =5 mod
P FFRE AP AP rpw=r+ g"mod p BIAMR Lt F {5 A
1.3 SETHENET
%55 7% S 3 1A H B pro T o =g M Pu 10 T Rk o Fl oL 3 v IR LR BT 5 5 U
SIS By B gk flﬁpkﬁﬁ}bﬂﬁ%%\): M55 S b€z, JiHH d=g'mod p.e=g“mod p.
o'=HDy | IDs || v | &S /" U K% E (d." IDy . ID) I HH 5 U S %8 Ka=
HUDy || IDs || v | e).
AP UWENE R B8 o"=HUDy || IDs || v || d) i3 o' " @EJJ:TJ}’U(E’JTfLﬁ;ﬁm'JJJF
B f=g"mod p. a‘thfr;%;tHEl’J Ksy=HUDy || IDs | v || HOFERF GRSt 215 % 5. . e= g’
mod p= f, BT LA, I IR 55 8 18 th i 20l % A 2 — 3.

2 i REELSH

2.1 EEBATREZERZHNZREESW
2.1.1 AHBRTREEELARTHER KHIH ﬁA%ﬁHPW%ﬁEaEﬁuA%XC Yk HEAE R
(9 1A B S0, o Db A A 2 44 R Tl H R B — A 114 pw’ , SHAP T4 pw ML, pu’#
P BB LR a€vZ, G C=g‘mod p.r=yimod p,r =pw’ ¢ g 'mod p.ELHIHE =k — a2y
r'mod p. WA B 5 B D&% 4 0 (s,

Mg SIS A FEEMNEATHEE IR C=cs REIHTAERE FEE, AP 4 pw' =
¥+ g "mod p.BEFEMRS A S o =HUDy || IDs || pw’). it i b4 % B v o’ UE S 7 1 B i 2%
W DTS 26 0 DR AT, R ot BBt 3 TRk A XS vk T P D ik A s 25 44
2.1.2 AHRATRELLGANFTERER PAKEH, &ﬁ)x%lﬁu ARG AIHE B EITE o=
g+ yumod p, LB A A REREIE. 2l g« yomod p=g" v« g'v"mod p=g*mod p=c, LA
BIMSCHR R 5 80 % 45 LA A JF AT IR
2.2 FiEREH

PAKE i, if [7) ¢ 42 1 S 8 7 i Uk 2 i b A o, BV 0 2 0038 7 R P i 104 B SC po, TR 5T
SAZ IR 2 Z W 1 2 A B DR R R S i, IR 45 #4543 0k PR I BEAILER @ RO FRAS S8 A A T
SR g IO KR M [ 8 i 3 JE N e = g“mod p Al d = g"mod p W3t a Fb, TR T A



56 TUGAA » 45 - SR FH BT {5 T8 84 70 5 1 4 A IE 25 4 38 4 p L 667

T e=g“mod p Fl f=g" mod p. I YL To i i 5 e & 0 & % 8 Kus. FIERL, SR Y
PAKE J&Hi [n] ‘& 42 [1).
2.3 MEAFHIE

F BT S B0 AT O 1A S 0 et o 3 A A T R 3 AT 2 3R A R A A B S,
i T 43 o e 2 5 M A < A 4R o L B R A R S R AR B A B L I — A 1 A i R
ANTHE BB AR P S5 IR 45 450 Ll i 2 Ul DT I LB R P A 10 4L R i Tl 2 A T
i W TR I A TF SR B AR MR P 1A B S
2.3.1 W AEXFELE BELHHFMIL L ANOL pw’ #pw B EKH P ATHER (cory s,
IDy . IDs) fhivs 58— & A W F A5 B4 (cor’ os' 1Dy . IDs). Hof o/ = pw’ + g "mod pis’ =k —
xy » r’mod p. IR AHIRENZE LGB )G B THEK R B T EE B 04 pw’. 35 RS
A A P 04U o =HDy || IDs || pw’) il it e & o Zo. RS2 B0 5 B AR %
G T 28 1 WS AAT » B0t 2 00 6 4R oo vk i 2. 5 1 ISR el A 2 R 8 ol L BB A
TELZN Y. fISCE @0, b PAKE 24 2 R al fha (19, B L. SCH ) PAKE 2 REHIE B8 76 28
F UL
2.3.2 Wi BHERFHSE OPR PAKE o, Bk 3 J0 R S0 B 2 - L s | RO T P IR 55 A 2 1E
HFEF AL r=pw -+ g 'mod p M v"=HUDy | IDs || pw || ) EAH AP IS 0T r 2B FE
S Bl A TG T SR A R B R L B0 B R B pw 1S "= H Dy || IDs || pw || d) =
H(Dy || IDs || pw’ | d). 3t . PAKE fg 4G40 25 £k 7 g ks
2.4 HAEARFEEMIRMARIE

FRAR IR 55 25 10t Ui B4 26 00 o 2 4 A 55 #4807 ks 0 R T U I o R P 11 4 B U 4 T A T
i B DA D B8 IR S5 5. PAKE PrisUh , 8 5 IR 55 2% 47 09 B P 0 A B8 E . o= H (IDy ||
IDs || pwo) ¥ 25 B0t o 1 04 A oR B0 R L ot 3 0 1R A% IR 8 10 1014 B S0, 2R ek 3 D B A
HEH P EB SRR 2% RBEPLIE R — P 104 pu’ Z pw  RIGIE— DT H R THERENEL D).
A SCE &M it  PAKE w2 44 R A] Pl o F 2 2oidi 00 O 8 2 R sy . Rk, SCh ) PAKE REHE
60 A 55 4 10 U £ 25 e o

3 HWEITRERSN

Jir & th 19 PAKE o b B2 R B E SR Bus 5 SR A s A b P 4 1 A
3 WAR BB 2 WA R L s A B R 5 B 2 IS BGE A 1 iRz A L T
AL 1 K B L L S P S A AT 2 R B BRI 3 e Ay e R i B AT 1R
JSIRRIZEN 2 WIG A iB

SCHRES TR R SUR T 9 AR Bz 3, 3 IR A 51, 3 s R I8 31, 3 IR Rz 57, 15 3P i PAKE A
P AR R R — 28, SCHRL7 et i B P R B 5 9 G R A is B 10 W A8 B0 A (] iR iz
RN EVE IRV 30 S NS B NI LER7/ a0 1 R= A s Lo/ 0 = A NP SIS S S

4 ZFRiE

BTt T BT {2 R 5 A DAE B A S R UL B ORI IR 55 A Bl P DS 1
UEAE P R & A7 14 BRI 25 24 20 IR 55 i » AR 55 4 S8 10 25 44 I i o K 52 1 79 10 45 2 S B
FH 5y B VCUIE. 38 A 70 A AT R« S P DL A 1 — BB X 11 A DR R A 52 4 P LAY T L AR 5 A it
Ui Db 2 Wity 7 S ot A% 5 R I 5 A P B8 L 58 SR A BRSBTS /N B R . S A BT A
P B 19 3 / 1 55 4w (U /S) B PR B8 v o AT 552 BAR 55 45 %65 FH 7 B8 B 473 A B A IE J ) 58 B3 7.

Sk

[1] SIMMONS G J. The prisoner’s problem and the subliminal channel[ C] // Proceedings IEEE Workshop Communica-



668

L F R FF M A R R B 2014 4F

(2]

(3]
[4]

(5]
(6]
7]
(8]
(9]

(10]

[11]

[12]
[13]

tions Security CRYPTO. New York:[s.n. ],1983:51-67.
SIMMONS G J. The history of subliminal channels[ J]. IEEE Journal on Selected Areas in Communication,1998,16
(4).452-462.
g, A SRR AL BT R AR E B R B A E LR B SR LT ). B 2 5 P, 2004,21(12) £ 195-197.
LEE S W,KIM W H,KIM H S,et al. Efficient password-based authenticated key agreement protocol[ C]// Interna-
tional Conference on Computer Science and Applications. Perugia: Springer-Verlag,2004:617-626.
KWON J O,SAKURAI K,LEE D H. One-round protocol for two-party verifier-based password-authenticated key
exchange[ C]// Communications and Multimedia Security. Heraklion:[s. n. ],2006:87-96.
SO AR R AF TR I A U e T IR B R i 7 S LT ] /D BB T B L R 45 2007, 28 (12) 2153+
2157.
BR G IKT L EH R B A MRS GIU R P LT ] i FRME R 24,2008, 37(1) < 17-19.
2 SCHE L VT SR AR R T UE T Y =07 1A IS B 3 #e BT ). @ A5 244 . 2008, 29(10) : 150-152.
POINTCHEVAL D. Password-based authenticated key exchange[ C]// Proceedings of 15th IACR International Con-
ference on Practice and Theory of Public-Key Cryptography. Darmstadt: Springer-Verlag,2012:390-397.
FUJIOKA A,SUZUKI K,XAGAWA K,et al. Strongly secure authenticated key exchange from factoring, codes,
and lattices[ C] // Proceedings of 15th TACR International Conference on Practice and Theory of Public-Key Cryp-
tography. Darmstadt: Springer-Verlag,2012.:467-484.
HUANG Zhen-jie, CHEN Dan, WANG Yu-min. Multi-signature with anonymous threshold subliminal channel for
ad-hoc environments[ C] // 19th International Conference on Advanced Information Networking and Applications.
Tamshui: IEEE Press.2005:67-71.
5K TR, £ LR AT, EDL 28 4% vl UL B 22 42 14 B0 T A5 38 &= A UL 0. 3 SEHLRL %, 2010,37(9) . 72-74.
SR T LK DI SR I ) RE 22 A 44 T S8 B R R A P PR DL THSEHL R . 2011.37(22) 1 102-104.

Two-Party Password-Authenticated Key Exchange Protocol

Based on the Subliminal Channel

XIANG Shun-bo', ZHAO Jing-ying®, KE Wen-de'

(1. College of Computer and Electronic Information, Guangdong University of Petrochemical Technology, Maoming 525000, China;

2. College of Mechanical and Electrical Engineering, Guangdong University of Petrochemical Technology, Maoming 525000, China)

Abstract: A two-party password-authenticated key exchange protocol based on the subliminal channel was proposed. In

the proposed protocol, the server stores the user's password verifier to withstand the server's compromise and guise at-

tacks, the user's password cleartext is made to a signature message with the subliminal channel to transmit to the server,

the server computes the user’s password cleartext to renew the subliminal message, then the server calculates the pass-

word

verifier to authenticate the user's identity, so a session key is made between the server and the user. The security

and the efficiency of the proposed protocol were analyzed, it shows in the analysis that the proposed protocol is secure and

effective.

Keywords: subliminal channel; password-authenticated key exchange protocol; password verifier; session key
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