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Tab.1 Meanings of frame bits for G. 729a speech
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1 Lo || 11 L2221 P15 |3 Cl-9 |41 SI-3 || 51 GBl-o| 61 €28 | 71  S2-2
2 L1-6 | 12 L2-1 | 22 P14 |32 C18 |42 S1-2 | 52 P24 || 62 C27 || 72 S2-1
3 L1513 L20 | 23 P1-3 |33 CI-7 |43 S1-1 | 53 P23 | 63 C26 || 73  S2-0
4 Ll14 | 14 L34 |24 Pl2 |34 Cl6 |44 Sl-0 | 54 P22 | 64 C25 || 74 GA2-2
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10 L2320 P16 |30 Cl-10 | 40 Cl1-0 | 50 GBI-1| 60 €29 [ 70 S2-3 | 80 GB2-0
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Tab. 2 Available bits for steganography in G. 729a speech frame

{7 PESQ A PESQ A PESQ {ir PESQ A PESQ ir PESQ
18 4.267 2 15 4.073 8 79 3.734 3 32 3.708 4 40 3.594 0 36 3.546 3
17 4.205 1 56 3.915 3 35 3.727 7 61 3.700 1 34 3.5835 65 3.537 0
16 4.200 1 49 3.869 6 38 3.722 4 28 3.682 9 69 3.583 3 39 3.533 7
14 4.192 3 78 3.8613 50 3.722 3 57 3.677 8 63 3.576 0 68 3.527 6
31 4.176 5 45 3.797 5 64 3.719 2 37 3.603 7 30 3.554 0 33 3.521 2
60 4.1715 74 3.792 1 67 3.709 6 66 3.594 5 59 3.549 1 62 3.507 9
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Tab. 3 Steganographic performance of the matrix encoding with different lengths of the secret messages n

n I=2"—1 a B A n 1=2"—1 a B A

2 3 0.6667  0.2500  2.666 7 6 63 0.0952  0.0156  6.095 2
3 7 0.4286  0.1250  3.4286 7 127 0.0551  0.0078  7.0551
4 15 0.2667  0.0625  4.2667 8 255 0.0314  0.0039  8.0314
5 31 0.1613  0.0313  5.1613 9 511 0.0176  0.0020  9.017 6




280 R R (A R B 2E O 2014 4

3 WiXEoH

SR T AR S AR A R, S 3tk BE e S K “ Questionll. W Did you hear that Anna needs to
stay in bed for 4 weeks? M: Yeah. She injured her spine in a fall and a doctor told her to lie flat on her
back for a month so it can mend. Q: What can we learn from the conversation?” (3¢ C,) Fll v 345 /)
“NZH AR AT, A GE S CoO MR B LA R 27 3 SCIRT A (B 4 810 F D) VE N R R
BTN, 224 G, 729a St 2 )5, C A 2 010 WL, AT BR#E 2 010 W R A5 55 C, JEA 710 W, AT
B 710 745 B b 8 (el T 2R B BRI o DR AS B oK 3 B e R A 8. 58 i A . ik A BB 5 BT S 1Y
PR QAL 1 R, BT R BT TE RO BB A S A A 1 1 A — B 15 T B et R R X 2
AT 5 49 33 s P Y R

(@) Ci AR (b) C, #x AT (o C #AJG CONOR YN =
K1 C MG ARRBME BTG M 15 K
Fig.1 Spectrogram of C, and C, before and after embedding secret message
SRy PE— 25 0 3 S Hr AR A BSOS L R I TTU P. 501 bR ERN 5% B H 324680 2 Fp & 50UFE 05 5
VE R BAAREA JEAT PESQ E MK, I MEA PR 5 1 15 10 35 10 Rl &, fnep 30 93 kI V1R .
RRAE H IR 218 PR S B ANE S RS TR A ML B R Z R AR AR TR
Mg Z R .
FED R R 8 e K R AR B 400 8 kHz SRAEL 16 bie sk PCM ks :UiE & R e H &
G. 729a Zii B i 4 it ik A BRBAE B 5 BT 5 23 A 1 ik A BB R M5 L SR $RAT AT AT #8138 5 RE AR
PCM # E & . F RPATAL T4 19 PCM B & FEAME D PESQ I JEIRIE & » 24k AJ5 B9 PCM il &
FEAAE 9 PESQ HYFESLE & - #E47 PESQ L.
FRE T REAMA RIS B E 1 PESQ . 0181 2 Fros. di & 2 B vl A 808 15 & /6 & iR 5
JE UG BT ¥ Y TR R A A — 2 B9 &R QN8 15 TR T 1O F X PESQE N 3. 7 7 T 2808 19 PE2F 16 3
°F- 1 PESQ 28 3. 4 Zidy AHAUREIRIN & - 805 1 19729 PESQ E B 4578 3. 4 LA b SiWI SCh oy
V5 X R R R R/ L RE A 4R I R A S R T 4
RAPFEBHBT 10 MEMBEEFEATEIRA LIRBE R Z 5 R ARCE , A REAR AR
(B Sk BT 28) M GETHES SR i 4 m O SO BE 1 - B A R O 2. 6785 L Ah X [] — 5 f T 5
A BCR BB RB) U AR 515 BE 8 32 L A0 R 1Y BRUme 1 BE.
A ORFETERN B R BRI (R 5 2%

Tab.4 Mean embedding efficiencies and their variance for different languages

B R ¥iE Iy 2% i ¥iE %
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I5 20 2. 664 0. 000 72 WL 2.676 0.000 17

B 2.670 0. 000 34 78 i 2.693 0. 000 41
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Fig. 2 PESQ score for different languages Fig. 3 Error rate of ABX test for different languages
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An Information Hiding Method Based on G. 729a Speech

GUO Shu-ting, TIAN Hui

(College of Computer Science and Technology, Huagiao University, Xiamen 361021, China)

Abstract: For G. 729a speech codec widely used in VoIP systems, a one-by-one bit flipping test for G. 729a speech is car-
ried out, and the available bits for steganography (least significant bits) are correspondingly obtained based on perceptual
evaluation of speech quality. To combine with matrix encoding, an information hiding approach based on G. 729a speech is
proposed. The approach is tested and evaluated with a large number of speech samples as the carriers. Experimental re-
sults demonstrate that the proposed approach can provide a relatively high hiding capacity (8 bits/frame) , higher embed-
ding efficiency (2. 678), good imperceptibility (the average PESQ score is 3. 593) and nice real-time performance that
meets the requirement of VoIP systems well.

Keywords: information hiding; steganography; voice over internet protocol; G.729a; matrix encoding
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