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The Effect of Routing Attacks on Mobile Ad Hoc Network
LIU Jinghua', GENG Peng’

(1. College of Computer Science and Techrology, Huaqgiao University, Quanzhou 362021, China;
2. College of Communications Engineering, Nanjing Institute of T echnology, Nanjing 211167, China)

Abstract: T he typical routing protocols of mobile Ad Hoc networks such as Ad H oc o2demand distance vector ( AODYV)
leave out of consideration about their security. T hey are very fragile when the malicious nodes attack them. The perform2
ance of average en@ta2end delay, packet drop ratio, packet delivery ratio and routing load are simulated by adding the de2
nial of service ( Dos) attack on the AODV. Computer simulation results show that the network performance is deteriorated
sharply if there have DoS routing attack in the Ad Hoc network. Therefore, it is need to design an effective security
mechanism, through the simulation experiment to test its effectiveness in inhibiting the attack, and applied to AODV rou2
ting protocol to enhance its portability.
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