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Abstract: � Recently, Chang pr oposed a ( t, n) t hr esho ld sig nat ur e w ith ( k, l) thr eshold�shared v erificat ion to

be used in ag roup�or iented cry pto system without a shar ed distributio n center ( SDC) . In their scheme, any t

par ticipants can represent a gr oup ( sig ning gr oup) to sign a messag e, and any k pa rticipants can represent an�
o ther gr oup ( ver ifying g r oup) t o verify the sig natur e. In t his paper , w e w ill arg ue that Chang�s scheme is vul�

nerable to the impersonatio n attack, and vio lates the basic definition requirement of ( t, n) threshold sig natur e

wit h ( k, l) thr eshold�shared ver ification.
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In 1991, Desmedt and Frankel proposed the concept of ( t , n) threshold signature scheme[ 1] . Since

then, many threshold signature scheme are pr opo sed
[ 2�14]

. In 2000, Wang brought up a new idea that

the ( t, n) threshold signature on behalf of the signing group should be able to be verified by ( k, l )

thresho ld�shar ed verificat ion on behalf of the verifying group[ 2] . In 2002, how ever, H su pointed that

any adversary can rev eal the signing gro up�s secret key fro m tw o valid threshold signature and then

fo rge a threshold signature in Wang�s scheme. And they propo sed a im prov ed scheme which can with

stand the at tack [ 3] . But H us�s im pro ved schem e need a shar ed distr ibution center ( SDC) . Recent ly,

Chang proposed a threshold signature schem e fo r g roup co mmunications w ithout a SDC[ 4] . In this pa�
per, w e will argue that Chang�s scheme is vulnerable to the impersonat io n attack�

1 � Review of Chang�s Scheme

In this sect ion, w e w ill brief lyreview Chang�s schem e. Chang�s scheme is comprised of four pha�
ses. ( 1) Key g eneration phase. ( 2) Individual sig nature generat ion and verificat ion. ( 3) Threshold

signature generat io n and encrypt ing phase. ( 4) Decry pt ing and threshold signature verifying phase.

1. 1 � Key Generation Phase

In their scheme, they used the follow ing notat io ns: ( 1) G s , G s= { u s
1
, us

2
,  , us

n
} is def ined as the

signing g roup o f sig ners; g s , g s( | g s | = t ! n) is any subset of size t in G s ; G v , Gv = { uv
1
, u v

2
,  , u v

l
} is

defined a the verify ing gro up of l verifers; g v ( | g v | = k ! l ) is any subset of size k in Gv ; IDs
i
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deno tes the ident ity o f us
i
; IDv

j
denotes the ident ity o f uv

j
; E s / E v tw o el lipt ic cur ves; p s / p v tw o odd�

prime numbers; Fp
s
/ Fp

v
f inite field o f p s and p v elements, respect iv ely ; �s / �v base points on E s and Ev ,

respectively; qs / qv orders o f �s and �v separ ately in E s and Ev , w hich are odd prim es.

Each u s
i

in G s performs the follow ing three steps.

( 1) Random ly choose an integer d s
i .

( 2) Random ly choose a ( t- 1) th degree poly nom ial f s
i
( x ) ov er Zq

s
such that

f s
i
( x ) = f s

i
, 0 + f s

i
, 1x +  + f s

i
, t- 1 ∀ x

t- 1
,

w here f si , 0 , f si , 1 ,  , f si , t- 1 are in Zqs , and f si ( 0) = f si , 0= d si . Then send f si ( IDs j ) to u sj (  j # i ) in G s

over a secr et channel and broadcast the check v alues f s
i
, l �s ( l= 1, 2,  , t- 1) to the o ther part icipants

in G s . Af ter receiving f s
i
( ID s

j
) fro m u s

i
, each u s

j
ver if ies the validity of it by the follo w ing verificat ion

equat ion.

f si ( IDsj ) �s = �
t- 1

l= 1
( IDsj )

l
( f si , l�s ) . ( 1)

� � ( 3) Compute his/ her private key ks
i = �

n

j = 1
f s

j ( IDs
i ) .

( 4) Compute G s�s public key Qs= �
n

j = 1
f s

j
, 0�s and his/ her public key Qs

i
= ks

i
�s .

Sim ilar ly, each u v
i

in Gv perform the above steps. T he r esult o f perfo rming those steps is listed in

the follo wing, as

kv
i = �

l

j = 1
f v

j ( IDv
i )

and Qv
i
= kv

i
�v are separately u v

i
�s pr iv ate key and public key; and Qv = �

l

j = 1
f v

j
, 0 �v is Gv�s public key .

In sum mary, the system parameter s are: ( 1) Public informat ion of G s and Gv : E s / Ev , �s / �v , Q s / Qv ,

qs / qv ; ( 2) Public inform ation of us
i

in G s and u v
i

in Gv : Qs
i
/ Qv

i
, IDs

i
/ IDv

i
; ( 3) Secret info rmat io n of u s

i

in G s and uv
i

in G v: ks
i
/ kv

i
.

1. 2 � Individual Signature Generating and Verifying Phase
Assum e that t part icipants us

1
, u s

2
,  , u s

t
in g s are to sig n a m essage m. Each us

i
per for ms the fo l�

low ing four steps�
( 1) Compute a value e si as

es
i

= k s
i
a s

i
. ( 2)

w here a s
i
=  

j ∃ G
s

, j # i
( IDs

j
/ ( IDs

j
- IDs

i
) ) .

( 2) Random ly choose an integer !i , where 1 ! !i ! qs- 1. Then, compute R s
i

as

R s
i

= !i�s , ( 3)

and broadcast it to the o ther part icipants in g s .

( 3) Compute a point ( X , Y) as

( X , Y) = �
i ∃ g

s

R s
i

= �
i∃ g

s

!i�s . ( 4)

� � ( 4) Compute the individual sig nature { r , s i } as

r = X - h( m) mod qs , � � s i = es
i
r + !i m od qs . ( 5)

To v erify the co rrectness of the individual sig nature si , a part icipant may be randomly selected f rom G s

as a designated clerk. The clerk uses u s
i
�s public key Qs

i
and a base point �s to verify the individual sig�

nature as

R s
i

= si�s - ra s
i
Q s

i
. ( 6)

If equat io n ( 6) holds, the individual sig nature ( r , s i ) on message m is v alid.

1. 3 � Threshold Signature Generation and Encrypting Phase
In this phase, the clerk com bines t valid individual sig nature { r, s i } into a threshold sig nature ( r,

s) and encr ypts m by using the ellipt ic curv e EIGamal cryptosy stem as follow�
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( 1) Compute the sig nature s as

s = �
i ∃ g

s

s i mod qs , ( 7)

{ r, s} is a g roup sig natur e on message m.

( 2) Express m as the x�coordinate of a point Pm on Ev . T hen, choo se a random integer !c, w here

1 ! !c ! qv - 1.

( 3) Compute B and the ciphertex t C as

B = !c�v mo d qv , � � C = P m + !cQ v mod qv . ( 8)

� � ( 4) Tr ansfer ( r, s) and ( B , C) to the verify ing gr oup Gv .

1. 4 � Decrypting and Threshold Signature Verifying Phase
Assum e that each k par ticipants u v

1
, u v

2
,  , uv

k
in g v w ants to use his/ her o wn pr iv ate key kv

i
to

col laborate recov er the m essage and authenticate the signature by performing the follo wing three

steps.

( 1) Compute a value e v
i

as

ev
i

= Bk v
i
a v

i
, ( 9)

w here a vi =  
j ∃ Gv , j # i

( IDv j / ( IDv j - IDv i ) ) . Nex t, t ransfer ev i to a clerk randomly selected fr om G v .

( 2) The clerk co mputes a po int P m as

Pm = C - �
i ∃ g

v

e v i , ( 10)

and reco ver m fro m the x�co ordinate of Pm .

( 3) Compute X̂�coordinate as

X̂ = r + h( m) mo d qs , ( 11)

and co mpute the co rresponding Ŷ�coo rdinate o n E s .

The sig nature can be verif ied by the sig ning gro up�s public key Qs and the base point �s as

( X̂ , Ŷ) = s�s - rQ s . ( 12)

If equat io n ( 12) holds, the signature { r, s} on m essag e m is valid.

2 � Cryptanalysis of Chang�s Scheme

In this sect ion, we shall show that Chang�s schem e cannot w ithstand the impersonat io n at tack,

and violates the basic definit io n r equirement of the ( t, n) threshold sig nature w ith ( k, l ) threshold�
shared v erif icat io n.

Suppose that t pr ox y sig ners u�s
1
, u�s

2
,  , u�s

t
in g�s and k ver if ier s u�v

1
, u�v

2
,  , u�v

k
in g�v w ant to

coo perat iv ely impersonate another t pr oxy sig ners u s
1
, us

2
,  , u s

t
in g s and k ver if ier s uv

1
, uv

2
,  , uv

k
in

g v to generate and authenticate a v alid thresho ld sig natur e for any messag e m�. T hey can ex ecute the

fo llow ing tw elve steps�
( 1) Each u�s

i
can receive f s

j
( ID�s

i
) f rom u s

j
, w here ID�s

i
denotes the identity of u�s

i
for j = 1, 2,  ,

n. Then t prox y sig ners u�s
1
, u�s

2
,  , u�s

t
can co operat ively reconst ruct each ( t- 1) th degree po lynomial

f s
j
( x ) by Lag rang e interpot lat ion for mula, nam ely f s

j
( x ) = �

t

i= 1
f s

j
( ID�s

i
) a�s

i
, w her e a�s

i
= %

c ∃ g�
s

, c# i
( x -

ID�s
i
/ ( ID�s

c
- ID�s

i
) ) , for j = 1, 2,  , n. So they can com pute any prox y sig ner us

j
�s private key ks

j
=

�
n

i= 1
f s

i
( IDs

j
) and his public key Q s

j
= ks

i
�s , fo r j = 1, 2,  , t.

Sim ilar ly, k verifiers u�v
1
, u�v

2
,  , u�v

k
can coo perat iv ely reco nst ruct each ( k - 1) the degree poly�

nom ial f v
j
( x ) by Lagrange interpolat ion formula, namely f v

j
( x ) = �

k

i= 1
f v

j
( ID�s

i
) a�v

i
, w here a�v

i
=

%
c ∃ g�

v
, c # i

( x - ID�v
i
/ ( ID�v

c
- ID�v

i
) ) , for j = 1, 2,  , l. So they can co mpute any v erif ier uv

j
�s private key
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kv
j = �

l

i= 1
f v

i ( IDv
j ) and his public key Qv

j = kv
j �s, fo r j = 1, 2,  , l. ( 2) Each u�s

i compute the v alue es
j as

es
j

= ks
j
a s

j
, � � j = 1, 2,  , t. ( 13)

� � ( 3) Each u�s
i

randomly choo se a integ er !�i , w here 1 ! !�i ! qs- 1. T hen, compute R�s
i

as R�s
i
=

!�i�s , and br oadcast it to the other participants in g�s .

( 4) Compute a point ( X�, Y�) as

( X�, Y�) = �
i ∃ g�s

R�si = �
i ∃ g�s

!�i�s . ( 14)

� � ( 5) Compute the individual sig nature { r�, s�i } as

r� = X�- h( m�) mo d qs , � � s�i = es
i
r�+ !�i m od qs . ( 15)

Then u�s
i

sends the individual sig nature for messag e m� to the designated clerk. T he clerk verifies the

cor rectness o f ( t�, s�i ) by the equation as

R�s
i

= s�i�s - r�a s
i
Q s

i
. ( 16)

So the clerk think that u s
i

w ant to take part in the thr esho ld signature for the messag e m�, because his

private key ks
i

has been used to the g eneration of the individual signature ( r�, s�i ) .

The cler k co mbines t valid individual signature ( r�, s�i ) into a threshold sig nature ( r�, s�) and en�
crypts m� by using the ellipt ic curve EIGamal cryptosy stem.

( 6) Compute the sig nature s� as s�= �
i ∃ g�

s

s�i mo d qs , ( r�, s�) is a group sig nature on m essage m�.

( 7) Express m� as the x�coordinate of a po int P�m on Ev . T hen, cho ose a random integer !�c,

w here 1 ! !�c ! qv - 1.

( 8) Compute B� and the ciphertex t C� as

B� = !�c�v m od qv , � � C� = P�m + !�cQ v m od qv . ( 17)

� � ( 9) Tr ansfe ( r�, s�) and ( B�, C�) to the ver ifying gro up Gv .

( 10) Each u�v
i

com putes v alue ev
i

as

e�v
i

= B�k v
i
a vi . ( 18)

Nex t , tr ansfer ev
i

to the designated clerk of Gv . T he cler k think that u v
i

w ant to take part in the verif�
cation of the thresho ld sig nature for messag e m�, because his priv ate key kv

i
is used to co mpute the

value e�v
i .

( 11) T he clerk computes a point P�m as

P�m = C�- �
i ∃ g�

v

e�v
i
, ( 19)

and reco ver m� f rom the x�coordinate of P�m .

( 12) Computes X̂��coordinate as

X̂� = r�+ h( m�) m od qs , ( 20)

and co mputes the corresponding Ŷ��coo rdinate o n E s .

The sig nature can be verifed by the sig ning gr oup�s public key Q s and the base point �s as

( X̂�, Ŷ�) = s��s - r�Q s . ( 21)

So the t pr oxy signers u�s
1
, u�s

2
,  , u�s

t
in g�s and k verifiers u�v

1
, u�v

2
,  , u�v

k
in g�v coo perat iv ely im�

perso nate ano ther t prox y signers u s
1
, u s

2
,  , us

t
in g s and k verifers uv

1
, uv

2
,  , uv

k
in g v to gener ate

and authenticate a valid threshold signature. Because the private key ksi of usi and the private key kv i of

uv
i are be used to g enerat ing the indiv idual signature and authent icate the threshold signature.

3 � Conclusion

In this paper, w e have show n that Chang�s scheme is vulnerable to imperso nat ion at tack. In their

scheme, the part icipant us
i
�s and u v

i
�s private key k s

i
and kv

i
is generated by the v alue o f �

n

j = 1
f s

j
( ID s

i
)
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and �
l

j = 1
f v

j ( IDv
i ) . H ow ev er, the every value f s

j ( IDs
i ) and f v

j ( IDv
i ) is sent by us

j and uv
j , nam ely u s

i�s

and u v
i
�s private key ks

i
and kv

i
is not relat ive to them selves. It is this reaso n that br ing to imper sonal

at tack to their scheme.
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面向群通信的门限签名方案的密码学分析

韩金广1 , 亢保元2 , 王庆菊3

(1. 河海大学 理学院, 江苏 南京 210098; 2. 中南大学 数学科学与计算技术学院, 湖南长沙 410075;

3. 绍兴文理学院 数学系, 浙江 绍兴 312000)

摘要: � 探讨 Chang 等提出的面向群通信的( t, n)门限签名( k, 1)门限验证的数字签名方案� 分析认为,由于

方案不需要分发中心( SDC) , 任何 t个参与者可以代替一个群(签名群)对一个信息签名, 并且任何 k 个参与

者可代替另外一个群(验证群)对签名进行验证,因此, 不能抵抗假冒攻击�

关键词: � 密码分析; 假冒攻击; 代理签名; 门限密码体制

(责任编辑: 黄仲一 � � 英文审校: 吴逢铁)

217第 2 期 � � � HA N JIN�g uang , et al: Cr yptanalysis o f T hreshold Sig nat ur e Scheme for Gr oup Communicatio n


