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Abstract: Recently, Chang proposed a (t,n) threshold signature with (%, [) threshold shared verification to
be used in agroup oriented cryptosystem without a shared distribution center (SDC). In their scheme, any ¢
participants can represent a group ( signing group) to sign a message, and any k participants can represent an-
other group (verifying group) to verify the signature. In this paper, we will argue that Chang/ s scheme is vuk
nerable to the impersonation attack, and violates the basic definition requirement of (¢, n) threshold signature
with (k, [) threshold shared verification.
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In 1991, Desmedt and Frankel proposed the concept of (z, n) threshold signature scheme'". Since
then, many threshold signature scheme are propo sed ™™ In 2000, Wang brought up a new idea that
the (¢, n) threshold signature on behalf of the signing group should be able to be verified by (%, [)
threshold shared verification on behalf of the verifying group'” . In 2002, however, Hsu pointed that
any adversary can reveal the signing group/ s secret key from two valid threshold signature and then
forge a threshold signature in Wang s scheme. And they proposed a improved scheme which can with
stand the attack”. But Hus s improved scheme need a shared distribution center ( SDC). Recently,
Chang proposed a threshold signature scheme for group communications without a SDC'* . In this pa-

. / . . .
per, we will argue that Chang s scheme is vulnerable to the impersonation attack.

1 Review of Chang/ s Scheme

In this section, we will brieflyreview Chang s scheme. Chang s scheme is comprised of four pha-
ses. (1) Key generation phase. (2) Individual signature generation and verification. (3) Threshold
signature generation and encrypting phase. (4) Decrypting and threshold signature verifying phase.
1.1 Key Generation Phase

In their scheme, they used the following notations: (1) Gs, Gs= {us, us,, -+~ us,} is defined as the
signing group of signers; g, g:(| gl = 1 <n) is any subset of size t n Gs; Go, Go= {w,, Us,, -+ Uy} I8
defined a the verifying group of [ verifers; gv (| gol = k K1) is any subset of size k in Gv; ID;,
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denotes the identity of w,; ID,, denotes the identity of w, ; E/E. two elliptic curves; p/p.two odd-
prime numbers; F, /F, finite field of p; and p. elements, respectively; a/a base points on Es and E.,
respectively; ¢s/q. orders of & and @& separately in Es and E., which are odd primes.

Each u, in Gs performs the following three steps.

(1) Randomly choose an integer ds, .

(2) Randomly choose a (t— 1) th degree polynomial f (x) over Z, such that

Fo(x)= foo% fox+ et forrsa,

where f .0, f .1, -5 f -1 arein Zy, and f,(0) = f,.0= ds;. Then send fs, (1Ds; ) to us ( Vj i) in G«
over a secret channel and broadcast the check values f .1 (l=1, 2, ..., t— 1) to the other participants
in Gs. After receiving [ (IDs, ) from us,, each us verifies the validity of it by the following verification

equation.

=1
fs(IDy)ja= 2(IDy ) '(fi. ). (1)
(3) Compute his/ her private key ks, = j:zlf".f (1D, ).

(4) Compute G's public key Q:= 2f . o and his/ her public key Q= ks a..
A

Similarly, each w., in G, perform the above steps. Theresult of performing those steps is listed in

the following, as
!
b= Ef (D)

and Qv = k. 0 are separately Uzri/ s private key and public key; and Q.= J:lzf 0,00 18 G's public key.

In summary, the system parameters are: (1) Public information of Gs and G.: E/ E., &/ &, Qs/ Qv
qs/qv; (2) Public information of u, in Gs and us, in Go: Qs /Qv,, 1Ds. /1Dy, ; ( 3) Secret information of u.,
in Gs and w, in Go: ks, / ko, .
1.2 Individual Signature Generating and Verifying Phase

Assume that ¢ participants us , us,, --5 us in gs are to sign a message m. Each u, performs the fol-
lowing four steps

(1) Compute a value e;; as

e, = ksas. (2)

where as,= 1T (1D, /(1D - IDs,)).

JE€C . jFi
(2 Rand;)mly choose an integer @, where 1 < @ < ¢.— 1. Then, compute R, as
R, = aa, (3)
and broadcast it to the other participants in gs.
(3) Compute a point (X, Y) as

(X.Y)= ZR, = 2oa. (4)

(4) Compute the individual signature {r, si} as
r= X - h(m) mod gs, si= e;r+ @mod gs. (5)
To verify the correctness of the individual signature si, a participant may be randomly selected from G
as a designated clerk. The clerk uses lLsI/ s public key (s, and a base point & to verify the individual sig-
nature as
Rs = s — rasQs,. (6)
If equation (6) holds, the individual signature (r, si) on message m is valid.
1.3 'Threshold Signature Generation and Encrypting Phase
In this phase, the clerk combines ¢ valid individual signature {r, si} into a threshold signature (r,

s) and encoypts m by using the elliptic curve EIGamal cryptosystem, as follow.
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(1) Compute the signature s as

s= 2si mod gs, (7)
LEgﬁ

{r, s} is a group signature on message m.
(2) Express m as the x-coordinate of a point Pn on E.. Then, choose a random integer @, where
1<a <go- L.
(3) Compute B and the ciphertext C as
B = @ mod ¢, C= Pnt+ @Qv mod gr. (8)
(4) Transfer (r,s) and (B, C) to the verifying group Gv.
1.4 Decrypting and Threshold Signature Verifying Phase
Assume that each k participants w., uv,, --5 s, in gv wants to use his/her own private key k., to
collaborate recover the message and authenticate the signature by performing the following three
steps.
(1) Compute a value e, as
e, = Bkvan, (9)
where a, = H (IDy,/(IDy; = 1Dy, ) ). Next, transfer e, to a clerk randomly selected from G..

JEG,j #i
(2) The clerk computes a point Pn as
- ig:gﬁerl, (10)
and recover m from the x-coordinate of Pm.
(3) Compute X-coordinate as
X = r+ h(m) modgs, (11)
and compute the corresponding Y-coordinate on E;.
The signature can be verified by the signing group s public key Q. and the base point & as
(X, Y) = st — rQs. (12)

If equation (12) holds, the signature {r, s} on message m is valid.
. ’
2 Cryptanalysis of Chang s Scheme

In this section, we shall show that Chang s scheme cannot withstand the impersonation attack,
and violates the basic definition requirement of the (¢, n) threshold signature with (k, I) threshold

shared verification.

/ ’

. ’ ’ 7. ’ pe ’ . 4
Suppose that t proxy signers w .« ,u s, -, usin g and k verifiersw v, ,u »,, -y w», in g » want to

cooperatively impersonate another ¢ proxy signers us, us,, --- us, in gs and k verifiers w , uv,, ---, w, in

. . . ’
gv to generate and authenticate a valid threshold signature for any message m . They can execute the
following twelve steps.

(1) Each « 5, can recelvef (1D, ) from us, , where D, . denotes the identity of u s forj=1,2

n. Then ¢ proxy signers u 5y " 5 L s, can cooperatively reconstruct each (1= 1)th degree polynomlal
S5 (x) by Lagrange interpotlation formula, namely /' (x) = ‘th.sj (I .\[)(1/5, , whereda . = W= e 11 L
i= g cFi

I ,si/(ID/ s — I s.)), forj= 1,2, ...n. So they can compute any proxy signer usj/s private key ki =
Zf (1D and his public key Qs = ks a, forj=1,2, ...t

4

Similarly, k verifiers w v Wy, we uw », can cooperatively reconstruct each (k- 1) the degree poly-

;
nomial f+ (x) by Lagrange interpolation formula, namely f. (x)= =Z'f v (I 5.) a v, Where a v =
11 L(x— I, /(ID o = ., .)), forj =12, --5 . So they can compute any verifier uv]./ s private key

(0(‘
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ko, = L_:Z‘fvi (IDv; ) and his public key Qv,= kv as, forj= 1,2, .., [.(2) Each " s, compute the value es; as
e = ks/asj,, Jj=12 .t (13)
(3) Each u s, randomly choose a integer &, where 1 <d; <g:— 1. Then, compute R s, as R/sl:
@0, and broadcast it to the other participants in g ..
(4) Compute a point (X',Y) as
(X',Y) = l_é‘R/s,. = 3. (14)

i€e,
(5) Compute the individual signature {r.si) as
= X' = h(m ) modgs, $i= esir/+ & mod gs. (15)
Then s, sends the individual signature for message m to the designated clerk. The clerk verifies the
correctness of (£ ,s i) by the equation as
R, =sa-raQ,. (16)
So the clerk think that u. want to take part in the threshold signature for the message m , because his
private key ks, has been used to the generation of the individual signature (r.si).
The clerk combines ¢ valid individual signature (r/ .S i) into a threshold signature (r/, s/) and en-
crypts m by using the elliptic curve EIGamal cryptosy stem.

. / / - ;7 . . /
(6) Compute the signature s as s = l_gg:ss imodgs, (r,s) is a group signature on message m .

(7) Express m  as the a-coordinate of a point P w on E.. Then, choose a random integer &,
where 1 <0, g 1.

(8) Compute B and the ciphertext ¢ as
B = d.a mod qv, ¢ =P+ CO’[-Q,; mod ¢». (17)

(9) Transfe (r,s ) and (B, C") to the verifying group Go.

(10) Each « », computes value e, as

¢, = Bkoau (18)

Next, transfer es. to the designated clerk of G.. The clerk think that u.. want to take part in the verif-
cation of the threshold signature for message m , because his private key k., is used to compute the
value ¢, .

(11) The clerk computes a point P n as

P’m: C(— _Ez,e/ni, (19)
i€g,

and recover m from the a-coordinate of P .
(12) Computes X'-coordinate as
X' = 7+ h(m) mod g, (20)
and computes the corresponding ¥ - coordinate on E..
The signature can be verifed by the signing group/ s public key Qs and the base point a; as
(X', ¥)=sa-70. (21)

’ ’

’ . / - 4 . 4 . .
5. »Us, in g s and k verifiers w v, wv,, -5 W, in g « cooperatively im-

. 4 /
So the t proxy signers u s, u

personate another ¢ proxy signers us, us,, --- s, in gs and k verifers w,,, ws,, -y w, in g to generate
and authenticate a valid threshold signature. Because the private key ks, of u;; and the private key k., of

w, are be used to generating the individual signature and authenticate the threshold signature.

3 Conclusion

. 4 . . . .
In this paper, we have shown that Chang s scheme is vulnerable to impersonation attack. In their

scheme, the participant us,/ s and uni/ s private key ks and ki, is generated by the value of 2/ (1D, )
j= J !
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and
J

1
2f 4 (IDr;). However, the every value s (IDs; ) and f+ (1D:;) is sent by u; and w;, namely ws, s

4 - . . . . . -
and u. s private key ks, and k. is not relative to themselves. It is this reason that bring to impersonal

attack to their scheme.
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